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1 Introduction 

1.1 scope 
This specification describes the High-bandwidth Digital Content Protection (HDCP) system, 
Revision 1.10, referred to as HDCP 1.1. HDCP 1.1 is a revision update to HDCP, Revision 
1 .OO and its errata, referred to collectively as HDCP I .O. 

HDCP 1.1 is designed for protecting Audiovisual content over certain high-bandwidth 
interfaces, referred to as HDCP-protected Interfaces, from being copied. In HDCP 1.1, the 
HDCP-protected Interfaces are Digital Visual Interface (DVI) and High Definition 
Multimedia Interface (HDMI). For specific details of these interfaces, consult the References 
section of this specification. In an HDCP System, two or more HDCP Devices are 
interconnected through an HDCP-protected Interface. The Audiovisual Content protected by 
HDCP, referred to as HDCP Content, flows from the Upstream Content Control Function into 
the HDCP System at the most upstream HDCP Transmitter. From there, the HDCP Content, 
encrypted by the HDCP System, flows through a tree-shaped topology of HDCP Receivers 
over HDCP-protected Interfaces. This specification describes a content protection mechanism 
for: (1) authentication of HDCP Receivers to their immediate upstream connection (to an 
HDCP Transmitter), (2) revocation of HDCP Receivers that are determined by the Digital 
Content Protection, LLC, to be invalid, and (3) HDCP Encryption of Audiovisual Content 
over the HDCP-protected Interfaces between HDCP Transmitters and their downstream 
HDCP Receivers. HDCP Receivers may render the HDCP Content in audio and visual form 
for human consumption. HDCP Receivers may be HDCP Repeaters that serve as downstream 
HDCP Transmitters emitting the HDCP Content further downstream to one or more 
additional HDCP Receivers. 

Except when specified otherwise, HDCP 1.1 -compliant Devices must interoperate with other 
HDCP 1 .l-compliant Devices attached to their HDCP-protected Interface Ports using the 
same protocol. Additionally, HDCP 1 .l-compliant Devices of which one or more of their 
HDCP-protected Interface Ports are using the DVI protocol must interoperate with HDCP 1 .O- 
compliant Devices attached to such HDCP-protected Interface Ports using the DVI protocol. 

The state machines in this specification define the required behavior of HDCP Devices. The 
link-visible behavior of HDCP Devices implementing the specified state machines must be 
identical, even if implementations differ from the descriptions. The behavior of HDCP 
Devices implementing the specified state machines must also be identical from the 
perspective of an entity outside of the HDCP System. 

Implementations must include all elements of the content protection system described herein, 
unless the element is specifically identified as informative or optional. Adopters must also 
ensure that implementations satisfy the robustness and compliance rules described in the 
technology license. Additionally, HDCP Transmitters may be subject to additional robustness 
and compliance rules associated with other content protection technologies. 

1.2 Definitions 
The following terminology, as used throughout this specification, is defined as herein: 

Audiovisual Content. Audiovisual works (as defined in the United States Copyright Act as 
in effect on January 1, I978), text and graphic images, are referred to as AudioVisuaI Content. 

Authorized Device. An HDCP Device that is permitted access to HDCP Content is referred 
to as an Authori:ed Device. An HDCP Transmitter may test if an attached HDCP Receiver is 
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an Authorized Device by successfully completing the first and, when applicable, second part 
of the authentication protocol. If the authentication protocol successfully results in 
establishing authentication, then the other device is considered by the HDCP Transmitter to 
be an Authorized Device. 

Device Key Set. Each HDCP Device has a Device Key Set, which consists of a set ofDevice 
Private Keys along with the associated Key Selection Vector. 

Device Private Keys. A set of Device Private Keys consists of 40 different %bit values. 
These keys are to be protected from exposure outside of the HDCP Device. A set of Device 
Private Keys is associated with a unique Key Selection Vector. 

downstream. The term, downstream, is used as an adjective to refer to being towards the 
sink of the HDCP Content stream. For example, when an HDCP Transmitter and an HDCP 
Receiver are connected over an HDCP-protected Interface, the HDCP Receiver can be 
referred to as the downstream HDCP Device in this connection. For another example, on an 
HDCP Repeater, the HDCP-protected Interface Port(s) which can emit HDCP Content can be 
referred to as its downstream HDCP-protected Interface Port(s). See also, upstream. 

Enhanced Encryption Status Signaling (EESS). EESS, further described in Section 2.7, is 
a protocol for signaling whether encryption is enabled or disabled for a frame. EESS is 
always used with the HDMI protocol, but is an optional feature with the DVI protocol. See 
also, Original Encryption Status Signaling (OESS). 

frame. For purposes of the HDCP specification, a frame consists of the pixel data between 
vertical synchronization signals. HDCP may be used with both progressive and interlaced 
video formats. For interlaced video, every field is an HDCP frame. 

HDCP. HDCP is an acronym for High-bandwidth Digital Content Protection. This term 
refers to this content protection system as described by any revision of this specification and 
its errata. 

HDCP 1.0. HDCP 1.0 refers to, specifically, the variant of HDCP described by Revision 
1 .OO of this specification along with its associated errata. 

HDCP 1.1. HDCP I .  I refers to, specifically, the variant of HDCP described by Revision 
1.10 of this specification along with its associated errata, if applicable. 

HDCP 1.0-compliant Device. An HDCP Device that is designed in adherence to HDCP 1.0 
is referred to as an HDCP 1.0-compliant Device. 

HDCP 1.l-compliant Device. An HDCP Device that is designed in adherence to HDCP 1.1 
is referred to as an HDCP I.1-compliant Device. 

HDCP Content. HDCP Content consists of Audiovisual Content that is protected by the 
HDCP System. HDCP Content includes the Audiovisual Content in encrypted form as it is 
transferred from an HDCP Transmitter to an HDCP Receiver over and HDCP-protected 
Interface, as well as any translations of the same content, or portions thereof. For avoidance 
of doubt, Audiovisual Content that is never encrypted by the HDCP System is not HDCP 
Content. 

HDCP Device. Any device that contains one or more HDCP-protected Interface Ports and is 
designed in adherence to HDCP is referred to as an HDCP Device. 

HDCP Encryption. HDCP Encryption is the encryption technology of HDCP when applied 
to the protection of HDCP Content in an HDCP System. 
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HDCP-protected Interface. An interface for which HDCP applies is described as an HDCP- 
protected Interface. For HDCP 1 .O, the only HDCP-protected Interface is the Digital Visual 
Interface (DVI). For HDCP 1.1, in addition to DVI, the High Definition Multimedia Interface 
(HDMI) is also an HDCP-protected Interface. See the References section for further 
information regarding these HDCP-protected Interfaces. 

HDCP-protected Interface Port. A connection point on an HDCP Device that supports an 
HDCP-protected Interface is referred to as an HDCP-protected Interface Port. 

HDCP Receiver. An HDCP Device that can receive and decrypt HDCP Content through one 
or more of its HDCP-protected Interface Ports is referred to as an HDCP Receiver. 

HDCP Repeater. An HDCP Device that can receive and decrypt HDCP Content through one 
or more of its HDCP-protected Interface Ports, and can also re-encrypt and emit said HDCP 
Content through one or more of its HDCP-protected Interface Ports, is referred to as an 
HDCP Repeater. An HDCP Repeater may also be referred to as either an HDCP Receiver or 
an HDCP Transmitter when refemng to either the upstream side or the downstream side, 
respectively. 

HDCP System An HDCP System consists of an HDCP Transmitter and one or more HDCP 
Receivers connected through their HDCP-protected interfaces in a tree topology; whereas the 
said HDCP Transmitter is the HDCP Device most upstream, and receives the HDCP Content 
from an Upstream Content Control Function. All HDCP Devices connected to other HDCP 
Devices in an HDCP System over HDCP-protected Interfaces are part of the HDCP System. 

HDCP Transmitter. An HDCP Device that can encrypt and emit HDCP Content through 
one or more of its HDCP-protected Interface Ports is referred to as an HDCP Transmitter. 

12C Bus. A bus linking the HDCP Transmitter and HDCP Receiver compliant with the Video 
Electronics Standards Association (VESA) Digital Display Channel (DDC) specification 
subset DDC2B, as required by the Digital Display Working Group (DDWG) Digital Video 
Interface (DVI) specification. 

Key Selection Vector (KSV). Each HDCP Device contains a set of Device Private Keys. A 
set of Device Private Keys is associated with a KW Selection Vector(KSV). Each HDCP 
Transmitter has assigned to i t  a unique KSV from all other HDCP Transmitters. Also, each 
HDCP Receiver has assigned to it a unique KSV from all other HDCP Receivers. 

Original Encryption Status Signaling (OESS). OESS, further described in Section 2.7, is a 
protocol for signaling whether encryption is enabled or disabled for a frame. OESS is only 
used with the DVI protocol. See also, Enhanced Encryption Status Signaling (EESS). 

upstream. The term, upstream, is used as an adjective to refer to being towards the source of 
the HDCP Content stream. For example, when an HDCP Transmitter and an HDCP Receiver 
are connected over an HDCP-protected Interface, the HDCP Transmitter can be referred to as 
the upstream HDCP Device in this connection. For another example, on an HDCP Repeater, 
the HDCP-protected Interface Port(s) which can receive HDCP Content can be referred to as 
its upstream HDCP-protected Interface Port(s). See also, downstream. This term should not 
be confused as referring to the Upstream Specification. 

Upstream Content Control Function. The HDCP Transmitter most upstream in the HDCP 
System receives HDCP Content from the Upstream Content Control Function. The 
Upstream Content Control Function is not part of the HDCP System, and the methods used, if 
any, by the Upstream Content Control Function to determine for itself the HDCP System is 
correctly authenticated or permitted to receive the Audiovisual Content, or to transfer the 
Audiovisual Content to the HDCP System, are beyond the scope of this specification. On a 
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HDCP Receiver 

personal computer platform, an example of an Upstream Content Control Function may be 
software designed to emit Audiovisual Content to a display or other presentation device that 
requires HDCP. 

HDCP Receiver 

In addition, terms such as Data Island, Data Island Period, Guard Band, Leading Guard 
Band, Trailing Guard Band, Video Data, Video Data Period, and AVMUTE, are further 
explained in the HDMI Specification (see references). 

1.3 Overview 
HDCP is designed to protect the transmission of Audiovisual Content between an HDCP 
Transmitter and an HDCP Receiver. The system also allows for HDCP Repeaters that support 
downstream HDCP-protected Interface Ports. Figure 1- 1 illustrates an example connection 
topology for HDCP Devices. The HDCP System allows up to seven levels of HDCP 
Repeaters and as many as 128 total HDCP Devices, including HDCP Repeaters, to be 
attached to an HDCP-protected Interface Port. 

Upstream Content Control Function 

.., HDCP System .............. ..... .... ..... ... .I.. ..... .... " .... " ,........,......... *.. ........*... " ...,...... ..." ..., 
HDCP Transmitter 

HDCP Receiver HDCP Receiver HDCP Receiver 

V 

HDCP Repeater / (HDCP Receiver) 

\.r.....,........r.............~..*~......... .*............~..*.*~........,.,..,.~...~...~.... ~~..*.~...*.,..*,.,..'..,.*~..,~.,"~~.*,.,,.,..~ 
Figure 1-1. Sample Connection Topology of an HDCP System 

There are three elements of the content protection system. Each element plays a specific role 
in the system. First, there is the authentication protocol, through which the HDCP Transmitter 
verifies that a given HDCP Receiver is licensed to receive HDCP Content. With the 
legitimacy of the HDCP Receiver determined, encrypted HDCP Content is transmitted 
between the two devices based on shared secrets established during the authentication 
protocol. This prevents eavesdropping devices from utilizing the content. Finally, in the event 
that legitimate devices are compromised to permit unauthorized use of HDCP Content, 
renewability allows a HDCP Transmitter to identify such compromised devices and prevent 
the transmission of HDCP Content. 

This document contains chapters describing in detail the requirements of each of these 
elements. In addition, a chapter is devoted describing the cipher that is used in both the 
authentication protocol and in the encryption of the HDCP Content. All aspects of HDCP map 
easily onto the existing DVI and HDMl specifications. 
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1.4 Terminology 
Throughout this specification, names that appear in italic refer to values that are exchanged 
during the HDCP cryptographic protocol. Names that appear in CAPS refer to status values 
from the video receiver. C-style notation is used throughout the state diagrams and protocol 
diagrams, although the logic hnctions AND, OR, and XOR are written out where a textual 
description would be more clear. 

The concatenation operator ‘[I’ combines two values into one. For eight-bit valuesa and b, the 
result of (a 11 b )  is a 16-bit value, with the value a in the most significant eight bits andb in the 
least significant eight bits. 

1.5 References 
Digital Display Working Group (DDWG), Digital Visual InterJface (DVO Revision 1.0, April 
2, 1999. 

Video Electronics Standards Association (VESA), Enhanced Display Data Channel (DDC) 
Standard, September 2, 1999. 

HDMI, LLC., High-Definition Multimedia Inreflaces (HDMI) Revision 1.0, December XX, 
2002. 

National Institute of Standards and Technology (NIST), Digital Signature Standard (DSSj, 
FIPS Publication 186-1, December 15, 1998. 

National Institute of Standards and Technology (NIST), Secure Hash Standard (SHS), FIPS 
Publication I 80-1, April 17, 1995. 

Philips Semiconductors, The I’C-BUS Speclfication , Version 2.0, December 1998. 
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2 

2.1 

Authentication 

The HDCP Authentication protocol is an exchange between an HDCP Transmitter and an 
HDCP Receiver that affirms to the HDCP Transmitter that the HDCP Receiver is authorized 
to receive HDCP Content. This affirmation is in the form of the HDCP Receiver 
demonstrating knowledge of a set of secret device keys. Each HDCP Device is provided with 
a unique set of secret device keys, referred to as the Device Private Keys, from the Digital 
Content Protection LLC. The communication exchange, which allows for the receiver to 
demonstrate knowledge of such secret device keys, also provides for both HDCP Devices to 
generate a shared secret value that cannot be determined by eavesdroppers on this exchange. 
By having this shared secret formation melded into the demonstration of authorization, the 
shared secret can then be used as a symmetric key to encrypt HDCP Content intended only for 
the Authorized Device. Thus, a communication path is established between the HDCP 
Transmitter and HDCP Receiver that only Authorized Devices can access. 

Overview 
Each HDCP Device contains an array of 40, 56-bit secret device keys which make up its 
Device Private Keys, and a corresponding identifier, received from the Digital Content 
Protection LLC. This identifier is the Key Selection Vector (KSV) assigned to the device. The 
KSV is a .?@bit binary value. 

The HDCP Authentication Protocol can be considered in three parts. The first part establishes 
shared values between the two HDCP Devices if both devices have a valid Device Key Set 
from the Digital Content Protection LLC. The second part allows an HDCP Repeater to 
report the KSVs of attached HDCP Receivers. The third part occurs during the vertical 
blanking interval preceding each frame for which encryption is enabled, and provides an 
initialization state for the HDCP Cipher for encrypting the HDCP Content within that frame. 

2.2 Protocol 
Figure 2- 1 illustrates the first part of the authentication exchange. The HDCP Transmitter 
(Device A )  can initiate authentication at any time, even before a previous authentication 
exchange has completed. Authentication is initiated by the HDCP Transmitter by sending an 
initiation message containing its KSV ( A h v )  and a 64-bit pseudo-random value (An)  
generated by the HDCP Cipher function hdcpRngCipher (Section4.5) to the HDCP Receiver 
(Device B). The HDCP Receiver responds by sending a response message containing the 
receiver’s KSV (Bksv) and the REPEATER bit, which indicates if the receiver is an HDCP 
Repeater. The HDCP Transmitter verifies that the HDCP Receiver’s KSV has not been 
revoked (section 5), and that the received KSV contains 20 ones and 20 zeros. 
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HDCP Transmitter [Device A] HDCP Receiver [Device B] 
Initiate Authentication: 

Generate An An, Aksv 

Read: Bksv, REPEATER 

Km = 2 Akeys over Bksv 
(Ks, M, , %) = hdcpBlkCipheqKm, 

REPEATER II An) 

Verify R, = R,' 

Figure 2-1. First Part of Authentication Protocol 

Km' = Bkeys over Aksv 
(Ks', Mi,  R i )  = hdcpBlkCipher(Km', 

REPEATER 11 An) 

At this point, if both HDCP Devices have a valid array of secret device keys and 
corresponding KSV from the Digital Content Protection LLC, then they can each calculate a 
56-bit shared secret value, Km (or Km' in the video receiver). Each device calculates Km (or 
Km') by adding a selection of its private device keys described by the other device's KSV, 
using 56-bit binary addition (Le. unsigned addition modulo 256). The selection of secret device 
keys that are added together consists of those corresponding to the bit indexes of all of the 1- 
bits of the binary representation of the KSV. 

For example, suppose Bkrv equals Ox5A3. For the binary representation of Ox5A3, bit 
positions 0, 1,5, 7,8, and 10 are ones and all other bit positions are zeros. Therefore, Device 
A will add it's own secret device keys at array indexes 0, 1, 5,  7, 8, and 10 together to 
calculate the shared secret value, Km. Device B will perform an analogous calculation using 
its own private key array and Device A 's  KSV to get Km'. 

If either device has an invalid set of secret device keys or corresponding KSV, then Km will 
not be equal to Km'. 

The HDCP Cipher function hdcpBlockCipher (Section 4.5) is then used to calculate three 
values, Ks, Mo, and Ro. The cipher initialization values for this calculation are K m  (or Km'), 
and the 65-bit concatenation of REPEATER with An.  The HDCP Receiver's status bit 
REPEATER indicates that the HDCP Receiver supports retransmission of HDCP Content to 
additional HDCP Receivers. The session key Ks is a 56bit secret key for the HDCP Cipher. 
MO is a 64-bit secret value used in the second part of the authentication protocol, and as a 
supplemental HDCP Cipher initialization value. RO' is a 16-bit response value that the video 
receiver returns to the HDCP Transmitter to provide an indication as to the success of the 
authentication exchange. Ro' must be availabk for the HDCP Transmitter to read within 100 
milliseconds from the time that the HDCP Transmitter finishes writing Aksv to the video 
receiver. The HDCP Transmitter bus t  not read the R i  value sooner than lOOms after writing 
Aksv. 

If authentication was successful, then Ro' will be equal to Ro. If authentication was 
unsuccessful, then Ro' and RO will, in most cases, differ. Future R,' values, produced during the 
third part of the authentication protocol, will reveal that authentication has failed in the event 
that the &I values erroneously indicate that authentication was successful. 

The HDCP Transmitter enables HDCP Encryption when the first part of the authentication 
protocol successfully completes. 
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WDCP Transmitter [Device A] 

Set up 5 Second watchdog timer 
Poll for KSV list ready 

Fail if timer expires prior to ready 
V = SHA -1(KSV list 11 Bstatus 11 Mo) 

Fail authentication if V != V 
Check for Bksv and KSV list in 

revocation list 

Digital Content Protection LLC 

HDCP Repeater [Device B] 

Poll: KSV list ready 

Read: KSV Est, V 

V’ = SHA-1(KSV list 11 Bstatus 11 M,,’) 
Assert KSV list ready 

Figure 2-2. Second Part of Authentication Protocol 

The second part of the authentication protocol (Figure 2-2) is required if the HDCP Receiver 
is an HDCP Repeater. The HDCP Transmitter executes the second part ofthe protocol only 
when the REPEATER bit is set, indicating that the attached HDCP Receiver is an HDCP 
Repeater. This part of the protocol assembles a list of all downstream KSVs attached to the 
HDCP Repeater through a permitted connection tree, enabling revocation support upstream. 

HDCP Repeaters assemble the list of all attached downstream HDCP Receivers as the 
downstream HDCP-protected Interface Ports of the HDCP Repeater complete the 
authentication protocol with attached HDCP Receivers. The list is represented by a 
contiguous set of bytes, with each KSV occupying five bytes stored in little-endian order. The 
total length of the KSV list is five bytes times the total number of attached and active 
downstream HDCP Devices, including downstream HDCP Repeaters. An HDCP-protected 
Interface Port with no active device attached adds nothing to the list. Also, the KSV of the 
HDCP Repeater itself at any level is not included in its own KSV list. An HDCP-protected 
interface Port connected to an HDCP Receiver that is not an HDCP Repeater adds the Bhv of 
the attached HDCP Receiver to the list. HDCP-protected Interface Ports that have an HDCP 
Repeater attached add the KSV list read from the attached downstream HDCP Repeater, plus 
the Bksv of the attached downstream HDCP Repeater itself. In order to add the KSV list of the 
attached HDCP Repeater, it is necessary for the HDCP Repeater to verify the integrity of the 
list by computing Vand checking this value against V‘ received from the attached HDCP 
Repeater. If V does not equal V‘, the downstream KSV list integrity check fails, and the 
upstream HDCP Repeater must not assert its READY status. Upstream HDCP Transmitters 
will detect this failure by the expiration of a watchdog timer set in the HDCP Transmitter. 

When the HDCP Repeater has assembled the complete list of attached HDCP Devices’ KSVs, 
i t  computes and appends to the list the verification value V. This value is the SHA-I hash of 
the concatenation of the KSV list, Bstatus, and the secret value A40. When constructing the 
byte stream for SHA- 1 input, the KSV list is in the same little -endian byte order in which it is 
transmitted over the link, Bstatus is appended in little-endian order, and MO is also appended 
in little-endian order. (See tables A-24 and A-25). When both the KSV list and Vare 
available, the HDCP Repeater asserts its READY status indicator. 

The HDCP Transmitter, having determined that the REPEATER bit read earlier in the 
protocol is set, sets a five-second watchdog timer and polls the HDCP Repeater’s READY 
status bit. When READY is set, the HDCP Transmitter reads the KSV list and V from the 
HDCP Repeater. The HDCP Transmitter verifies the integrity of the KSV list by computing 
the SHA-I hash value Vand comparing this value to Y: If Y is not equal to V’, then the 
authentication protocol is aborted. 

If the asserted READY status is not received within a maximumpermitted time of five 
seconds, authentication of the HDCP Repeater fails. With this failure, the HDCP Transmitter 
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Transmitter 

abandons the authentication protocol with the HDCP Repeater. Authentication can be 
reattempted with the transmission of a new value An and the Aksv. 

AKSVI AKsv2 AKSV3 

Repeater Receiver Repeater 
RDY2 RDY 1 

In addition to assembling the KSV list, an HDCP Repeater propagates topology information 
upward through the connection tree to the HDCP Transmitter. An HDCP Repeater reports the 
topology status variables DEVICE-COUNT and DEPTH. The DEVICE-COUNT for an 
HDCP Repeater is equal to the total number of attached downstream HDCP Receivers 
(including HDCP Repeaters). The value is calculated as the sum of the number of attached 
downstream HDCP Receivers plus the sum of the DEVICE-COUNT read from all attached 
HDCP Repeaters. The DEPTH status for an HDCP Repeater is equal to the maximum number 
of connection levels below any of the downstream HDCP-protected Interface Ports. The value 
is calculated as the maximum DEPTH reported from downstream HDCP Repeaters plus one 
(accounting for the attached downstream HDCP Repeater). For example, an HDCP Repeater 
with zero downstream HDCP Devices reports a value of zero for both the DEPTH and the 
DEVICE-COUNT. An HDCP Repeater with four downstream HDCP Receivers that are not 
HDCP Repeaters reports a DEPTH of one and a DEVICE-COUNT of four. If the computed 
DEVICE-COUNT for an HDCP Repeater exceeds 127 or the maximum number of devices 
supported by the size of the KSV FIFO, the HDCP Repeater must assert the 
MAX-DEW-EXCEEDED status bit. If the computed DEPTH for an HDCP Repeater 
exceeds seven, the HDCP Repeater must assert the MAX-CASCADE-EXCEEDED status 
bit. When an HDCP Repeater receives a MAX-DEVS-EXCEEDED or a 
MAX-CASCADE-EXCEEDED status from a downstream HDCP Repeater, it is required to 
assert the corresponding status bits to the upstream HDCP Transmitter. 

-I 

For dual link repeaters, the repeater combines the topology information for both links into a 
single KSV list that is read from the primary link KSV FIFO. It may at it discretion remove 
duplicate KSV information in the list. Duplicate KSV values may result from downstream 
dual link HDCP devices having the same KSV on both links. 

i 

Authentication fails if the topology maximums are exceeded. The top-level HDCP 
Transmitter checks to see if the KSV of any attached device is found in the current revocation 
list, and, if present, the authentication fails. The HDCP Transmitter verifies the integrity of 
the current revocation list by checking the signature of the system renewability message 
(SRM) using the Digital Content Protection LLC public key. Failure of this integrity check 
constitutes an authentication failure. 

From 
AKSV 1 

Upstream HDCP 
Transmitter Aksv 
received 

AKSV2 
Aksv transmitted 
to all downstream 
HDCP-protected 

To Max Delay Conditions and Comments 
AKSVZ 100 ms Downstream propagation time. To latestAksv 
HDCP 
Repeater’s Aksv 
transmitted 
downstream 

RDY2 500 ms Upstream propagation time when no 
Upstream 
READY 
asserted 

transmission when more than one HDCP 
Receiver is attached. 

downstream HDCP Repeaters are attached. (no 
downstream KSV lists to process) 

Page 12 of 85 



High- bandwidth Disital Content Protection Svstem 

Interface Ports 

RDY 1 

Downstream 
READY asserted 

AKSV 1 

Upstream HDCP 
Transmitter 
transmits Aksv 

9 June 2003 

RDY2 

Upstream 
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RDY2 

Upstream 
HDCP 
Transmitter 
polls asserted 
READY 

Revision 1.1 
I 

I I 

Digital Content Protection LLC 

500 ms 

4.2 seconds 

I 

Upstream propagation time when one or more 
HDCP Repeaters are attached. From latest 
downstream READY. (downstream KSV lists 
must be processed) 

For the Maximum of seven repeater levels, 7 * 
(1 00 ms + 500 ms) 

Dunng vertical retrace 
preceding- I 

Read: R: every 2 seconds 

4 
Fir- 16'" 
frame -b 

Optionally read P j  every 
16 frames 

Table 2- 1 specifies HDCP Repeater timing requirements that bound the worst-case 
propagation time for the KSV list. Note that because each HDCP Repeater does not know the 
number of downstream HDCP Repeaters, it must use the same five-second timeout used by 
the upstream HDCP Transmitter when polling for downstream READY. 

HDCP Receiver [Device B] HDCP Transmitter [Device A] 

(if. M ,  T) = hdcpBlkCipher(Ks, 
REPEATER 11 MI.<) 

if (i mod 128 == 0) 
R = T  

if  (i mod 16 == 0 and 1.1 option 
capable) 

Pj = T A PixelOChannelO 
plaintext 

Verify R, == R' every 2 seconds 

Optionally verify Pj == P'j every 
16 frames if I .I option capable, 
allowing 2 successive errors 

(IC. M, T) = hdcp8lkCipher(lG, 
REPEATER [I M~I) 

if (i mod 128 == 0) 
R ' t  = T 

if (i mod 16 == 0 and 1.1 option 
capable) 

P j  = T PixelOChannelO 
plaintext 

Figure 2-4. Third Part of Authentication Protocol 

The third part of the authentication protocol, illustrated in Fig. 2 4. occurs during the vertical blanking 
interval preceding the frame for which i t  applies. Each of the two HDCP Devices calculates new cipher 
initialization values, K,  and MI, and a third value R,. The index. I .  represents the frame number, starting 
with the value of one for the first video frame for which encryption is enabled after the completion of the 
first part of the authentication protocol, and incrementing either on encrypted frames or on every frame, 
depending upon whether ADVANCE-CIPHER mode is enabled (see below). However, the frame counter 
does not advance while the HDCP device is in  the HDMI AVMUTE state, and does not resume advancing 
after HDMI AVMUTE state until the first encrypted frame. K,  is a 56-bit key used to initialize the HDCP 
cipher for encryption or decryption of the HDCP Content. M, is a new 64-bit initialization value for the 
HDCP cipher. R, is a 16-bit value used for link integrity verification, and is updated for every 12gh frame 
counter increment, starting with the 128'h. The HDCP Transmitter verifies R,' against its own calculations to 
insure that the video receiver is still able to correctly decrypt the information. This verification is made at a 
minimum rate of once every two seconds. I t  is required that the R,' read operation complete within 1 
milliseconds from the time that i t  is initiated by the HDCP Transmitter. Failure for any reason causes the 
HDCP Transmitter to consider the HDCP Receiver to be unauthenticated. 
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In order to enhance the detection of the loss of encryption synchronization, the HDCP Transmitter and 
Receiver may optionally support Enhanced Link Verification, in which a computation to aid verification of 
cipher synchronization is performed when a specific video pixel is processed. For every 16'h frame counter 
increment, the decrypted value of channel zero of the first pixel is combined with the least significant byte 
Rj using the XOR operation, and the result is made available on the Pj port. If this feature is supported by 
an HDCP Receiver, the Bcaps bit 1.1-FEATURES is set and the Pj' port is always updated. The HDCP 
Transmitter may optionally support reading and verifying the Pj' value against an internally generated Pj 
value. However, unless a minimum of three successive mismatches of stable values occur, this is 
considered to be a pixel transmission error and not an authentication or synchronization error. In addition, 
the mismatched Pj values must be sampled more than once in the same manner as the Ri value. (see 
Appendix C). Note that the frame counter may advance on unencrypted frames if ADVANCE-CIPHER 
mode (see below) is enabled, in which case the least significant byte Rj and the pixel data is captured every 
161h frame. However, if ADVANCE-CIPHER is not enabled, these values are updated on every 16th 
encrypted frame. 

ADVANCE-CIPHER mode is an optional mode in which the cipher state and frame counter is advanced 
for every frame in DVI mode, or for every frame when not in AVMUTE state for HDMI mode, regardless 
of whether encryption is enabled or disabled. The HDCP Receiver indicates this capability by setting the 
1. I-FEATURES Bcaps bit, and the HDCP Transmitters enables it by setting the 
ENABLE-I .]-FEATURES bit in the A i n z  byte. The frame counter is first updated to a value of 1 when 
the first ENC-EN is sent or received after authentication, and thereafter incremented every frame, until 
SET-AVMUTE is set (in HDMI mode). The cipher state is not advanced if HDMI mode AV-MUTE is 
active, and resumes advancing with the first ENC-EN frame after HDMI CLEAR-AVMUTE. 

2.3 HDCP Transmitter State Diagram 
The HDCP Transmitter Linkstate Diagram and HDCP Transmitter Authentication Protocol 
State Diagram (Figures 2-5 and 2-6) illustrate the operation states of the authentication 
protocol for an HDCP Transmitter that is not an HDCP Repeater. For HDCP Repeaters, the 
downstream (HDCP Transmitter) side is covered in Section 2.5. 

A variety of events are involved in the transmitter's decision to begin authentication or to 
transmit video. Some examples of such events may include hot plug detection of an attached 
HDCP Receiver, completion o f  certain phases of the operating system, a software request, and 
mode settings. HDCP receivers are not required to authenticate until presented with a video 
signal. When an HDCP Receiver acknowledges an I'C register read, it must be ready to 
authenticate, and, in the event of authentication failure, must be prepared to process 
subsequent authentication attempts. The HDCP transmitter should not attempt to authenticate 
until it has successfully obtained an acknowledged read of an HDCP I'C register. Should the 
I'C register read or the authentication fail, the HDCP Transmitter must retry periodically, with 
a period of no more than 2 seconds (preferably much more often). I t  may cease to attempt 
authentication only if the HDCP Receiver is clearly disconnected, as with a hot-plug detach. 
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Fig. 2-5 HDCP Transmitter Link State Diagram 
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Figure 2-6. HDCP Transmitter Authentication Protocol State Diagram 
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Transition Any State:HO. Reset conditions at the HDCP Transmitter or loss of Hot Plug 
Detect (HPD) cause the HDCP Transmitter to enter the No Receiver Attached state. Some 
TMDS transmitters have the ability to directly sense the presence of a TMDS receiver 
(Receiver Sense). If this signal is present and indicates the absence of an HDCP Receiver, it 
should cause a transition to State HO. 

Transition H0:Hl. The detection of Hot Plug Detect indicates that a sink device is attached 
and that the EDID ROM is available for reading. 

State H1: Read EDID. Whenever HPD is active, the HDCP Transmitter must assume that 
the receiver is available and displaying an image to the user. Consequently, the transmitter 
should transmit an image to the screen as soon as feasible. Upon detection of HPD, the HDCP 
Transmitter reads the EDID to determine the capabilities of the sink device, including whether 
it is HDMI capable (refer to the HDMI Specification 1 .O for details). If both transmitter and 
receiver are HDMI-capable, then the TMDS transmitter enters HDMI mode, otherwise, it 
enters DVI mode. 

Transition Hl:H2. Immediately after transitioning to DVI mode, the transmitter should begin 
sending an unencrypted video signal. This signal may be required before the registers of the 
HDCP Receiver are visible to the HDCP Transmitter. 

Transition H1 :H3. Immediately after transitioning to HDMI mode, the transmitter should 
begin sending a video signal. This signal may be required before the registers of the HDCP 
Receiver are visible to the HDCP Transmitter. 

Transition H2:AO, H3:AO. If content protection is desired by the Upstream Content Control 
Function, then the HDCP Transmitter waits for the availability of an Active HDCP Receiver. 

State AO: Wait For Active Receiver. In this state the HDCP Transmitter enables video to a 
non-HDCP receiver with HDCP Encryption disabled. If no low value content is available or 
appropriate, a “blue screen” or informative on-screen display should be transmitted. The 
transmitter must repeatedly attempt to read an HDCP register, at least once every 2 seconds 
and preferably much more often. Note that in most cases, if the user is watching video from a 
different input, the Hot Plug Detect signal will still be asserted but the HDCP Receiver’s 
registers will not be readable. Upon switching to the HDCP input, the user will wish to see 
valid video within a fraction of a second or they may conclude that the HDCP input is not 
connected and immediately switch to another input. For this reason, a valid video screen 
should at all times be transmitted whenever HPD is asserted and authentication should be 
started immediately after detecting a valid Bksv (Transition AO: AI). 

Transition A0:Al. The successful read of an 12C HDCP register initiates the authentication 
protocol. 

State Al: Exchange KSVs. In this state, the HDCP Transmitter generates a 64-bit pseudo- 
random value (An) and writes that value to the HDCP Receiver. The transmitter reads the 
Bcaps register and determines the transport operating mode (DVI or HDMI). If necessary, it 
sets Ainfo in the HDCP Receiver to determine the options that will be in effect prior to writing 
its KSV (Aksv) to the HDCP Receiver. The HDCP Transmitter also reads the HDCP 
Receiver’s KSV (Bksv) and the REPEATER status bit necessary for cipher initialization. 
Generation ofAn using the HDCP Cipher is described in section 4.5. 

Transition A1:AO. Failure to read Bksv containing 20 zeros and 20 ones is considered a 
protocol failure and causes this state transition to State AO. 
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Transition Al:A2. The random value An and HDCP Transmitter KSV have been written, and 
a valid HDCP Receiver Bksv and REPEATER bit have been read. HDCP Transmitter has 
confirmed that Bksv contains 20 ones and 20 zeros. 

State A2: Computations. In this state, the HDCP Transmitter computes the values Km, Ks, 
Mo%and Roe using the HDCP Transmitter's Device Private Keys, B h v  read during State AI, 
and the random number An written to the HDCP Receiver during state A1 . 

Transition A2:A3. When the computed results from State A2 are available, the HDCP 
Transmitter proceeds to State A3. 

State A3: Validate Receiver. The HDCP Transmitter reads RG from the HDCP Receiver and 
compares it with the corresponding Ro produced by the HDCP Transmitter during the 
computations of State A2. If Ro is equal to R;, then HDCP Encryption is immediately 
enabled. The verification timer is set up to generate timer events at the nominal rate of once 
every two seconds, plus or minus one-half second. The HDCP Transmitter must allow the 
HDCP Receiver up to 100 ms to make Ro' available from the time that Aksv is written. The 
HDCP Transmitter also checks the current revocation list for the HDCP Receiver's KSV 
Bksv. If B h v  is in the revocation list, then the HDCP Receiver is considered to have failed the 
authentication. Note: checking the revocation list for B h v  may begin as soon as the Bksv has 
been read in State AI, asynchronously to the other portions of the protocol, but it must 
complete prior to the transition into the authenticated state (State A4). 

The integrity of the current revocation list must be verified by checking the signature of the 
SRM using the Digital Content Protection LLC public key, as specified in Section 5. 

Transition A3:AO. The link integrity message Ro received from the HDCP Receiver does not 
match the value calculated by the HDCP Transmitter, or Bksv is in the current revocation list. 

Transition A3:A6. The link integrity message Ro received from the HDCP Receiver matches 
the expected value calculated by the HDCP Transmitter and Bksv is not in the current 
revocation list. 

State A4: Authenticated The HDCP Transmitter has completed the authentication protocol. 
At this time, and at no time prior, the HDCP System makes available to the Upstream Content 
Control Function upon request, information that indicates that the HDCP System is fully 
engaged and able to deliver HDCP Content, which means (a) HDCP Encryption is operational 
on each downstream HDCP-protected Interface Port attached to an HDCP Receiver, (b) 
processing of valid received SRMs, if any, has occurred, as defined in this Specification, and 
(c) there are no HDCP Receivers on HDCP-protected Interface Ports, or downstream, with 
KSVs in the current revocation list. 

Transition A4:A5. A verification timer event causes this transition to State A5. 

State A5: Link Integrity Check. In this state, the HDCP Transmitter reads Ri' from the 
HDCP Receiver and compares that value against its value R,. If the values are not equal, then 
the HDCP Receiver is incorrectly decrypting the transmitted stream. The R,' value may be re - 
read to allow for synchronization and I'C bus errors. The HDCP Transmitter may also check 
for a loss of synchronization with the HDCP Receiver (see Appendix C). If both the HDCP 
Transmitter and HDCP Receiver are capable of the Enhanced Link Verification option, the Pj 
values may be used to check for loss of synchronization more frequently than the Ri check. 

Transition A5:A4. R,' from the HDCP Receiver correctly matches the expected value, Ri. 
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Transition A5:AO. R,' from the HDCP Receiver does not match the expected value, Ri, or the 
value was not returned to the HDCP Transmitter within 1 millisecond from the initiation of 
the read operation, or the loss of synchronization was detected using the Ri or Pj values. 

State A6: Test for Repeater. The HDCP Transmitter evaluates the 5tate of the HDCP 
Repeater capability bit (REPEATER) that was read in State Al.  

Transition A6:A4. The REPEATER bit is not set (the HDCP Receiver is not an HDCP 
Repeater). 

Transition A6:AS. The REPEATER bit is set (the HDCP Receiver is an HDGP Repeater). 

State A8: Wait for Ready. The HDCP Transmitter sets up a five-second watchdog timer and 
polls the HDCP Receiver's READY bit. 

Transition A8:AO. The watchdog timer expires before the READY indication is received. 

Transition AS:A9. The asserted READY signal is received. 

State A9: Read KSV List The watchdog timer is cleared. The HDCP Transmitter reads the 
list of attached KSVs from the KSV FIFO, reads V', computes V ,  and verifies I/= V', and the 
KSVs from the list are compared against the current revocation list. 

The integrity of the current revocation list must be verified by checking the signature of the 
SRM using the Digital Content Protection LLCpublic key, as specified in Section 5. 

Transition A9:AO. This transition is made if V != V', [verification of the SRM fails,] or if any 
of the KSVs in the list are found in the current revocation list. A retry of the entire KSV FIFO 
read operation may be implemented if V != V'. Two additional status bits cause this transition 
when asserted. These are MAX-CASCADE-EXCEEDED and MAX-DEVS-EXCEEDED. 

Transition A9:A4. If V = V', the SRM is valid, none of the reported KSVs are in the current 
revocation list, and the downstream topology does not exceed specified maximums. 

Note that in some implementations, the trip from the point in State A3 where encryption is 
enabled to State A4 may be sufficiently long to miss one or more verification timer events. 
For improved usability, such implementations may alternatively handle the link integrity 
check process (i.e. State A5) asynchronously from the rest of the state diagram. In such cases, 
the transition into State A5 may occur from any state for which encryption is currently 
enabled. Also, the transition from state A5 returns to the appropriate state to allow for 
undisrupted operation. 

2.4 HDCP Receiver State Diagram 
The operation states of the authentication protocol for an HDCP Receiver that is not an HDCP 
Repeater are illustrated in Figure 2-7. For HDCP Repeaters, the upstream (HDCP Receiver) 
side is covered in Section 2.5. 

The Fast Re-authentication capability indication alerts the HDCP Transmitter that it may re- 
authenticate without resetting the HDCP Receiver. When set to 1, or the receiver is HDMI 
capable, no reset is necessary. This includes the BO:BI, Bl:B2, and B2:Bl transitions as well 
as the BO, B1, and B2 states. If set to zero and the receiver is not HDMI capable, it may be 
necessary to reset the receiver prior to writing Aksv, which, in TMDS applications, may be 
effected by the HDCP Transmitter by powering off the TMDS buffers for a period of 100 ms. 
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Transition Any State:BO. Reset conditions at the HDCP Receiver cause the HDCP Receiver 
to enter the unauthenticated state. 

State BO: Unauthenticated The HDCP Receiver is idle, awaiting the reception ofAn and 
Aksv from the HDCP Transmitter to trigger the authentication protocol. 

Transition B0:Bl. The final byte ofAksv is received from the HDCP Transmitter. Ainfo is 
copied from the port value and takes effect, and the port value is cleared to its default value of 
zero. 

State B1: Computations. In this state, the HDCP Receiver calculates the values Km', Ks', 
M i ,  and R i  using the HDCP Receiver's Device Private Keys and the received values of An 
and Aksv. The HDCP Receiver must complete the computations within 100 milliseconds and 
make RO' available to the HDCP Transmitter. 

Transition B1: B1. Should the HDCP Transmitter write the Aksv while the HDCP Receiver 
i s  in State B1, the HDCP Receiver abandons intermediate results and restarts the 
computations. Ainfo is copied from the port value and takes effect, and the port value is 
cleared to its default value of zero. 

Transition Bl:B2. The computations are complete and the results are available for reading by 
the HDCP Transmitter. 

State B2: Authenticated. The HDCP Receiver has completed the authentication protocol and 
is ready to generate the first frame key when signaled by the HDCP Transmitter. 

Transition B2:Bl. A new authentication is forced any time the Aksv is written by the 
attached HDCP Transmitter. Ainfo is copied from the port value and takes effect, and the port 
value is cleared to its default value of zero. 

Transition B2:B3. This transition is made during the vertical blank interval preceding 
encrypted frames. The third part of the authentication protocol requires periodic updates to 
the Ri' value. 

State B3: Update Ri'. During the vertical blank interval preceding each encrypted frame the 
HDCP Receiver determines whether or not to update the response value Ri' with HDCP 
Cipher output value available during the frame key calculation. The Ri' value is updated when 
(i mod 128 = 0). The updated Ri' value must be available through the HDCP-protected 
Interface Port no more than 128 ptxel clocks from the time that encryption enable is indicated 
for the next frame over the CTLx signals. Section 2.7 specifies encryption enable signaling. 
Also, if the HDCP Receiver indicates it is capable of the Enhanced Link Verification option, 
it will similarly make a new Pj available if Q mod 16 == 0) within 128 pixel clocks after it 
receives the first pixel of the frame. 

Page 19 of 85 



High- bandwidth Digital Content Protection System 
Revision 1.1 

9 June 2003 
Digital Content Protection LLC 

Reset 
HPD 

( AND RxSense 
NOT HPD 

( NOT 
RxSense) 

Transition B3:B2. Once Ri' has been updated, return to the authenticated state. 

DVI Tx OR Rx ~ Upstream Auth Valid Bksv 
Request 

P3: Fail 
Transmit HDMl Authentication 

HDMl Tx AND Rx Upstream Auth I Integrity Check 
Fail Link 

Request . 

2.5 HDCP Repeater State Diagrams 
The HDCP Repeater has one HDCP-protected Interface connection to an upstream HDCP 
Transmitter and one or more HDCP-protected Interface connections to downstream HDCP 
Receivers as permitted in the Digital Content Protection LLC license. The state diagram for 
each downstream connection (Figures 2-8 and 2-9) is substantially the same as that for the 
host HDCP Transmitter (Section 2.31, with two exceptions. First, the HDCP Repeater is not 
required to check for downstream KSVs in a revocation list. Second, the HDCP Repeater 
initiates authentication downstream when it receives an authentication request from upstream, 
rather than at detection of an HDCP Receiver on the downstream HDCP-protected Interface 
Port. The HDCP Repeater signals the detection of an active downstream HDCP Receiver to 
the upstream HDCP Transmitter by pulsing the Hot Plug Detect signal of the upstream 
HDCP-protected Interface Port. The pulse width must be greater than 100 ms. In this state 
diagram and its following description, the downstream (HDCP Transmitter) side refers to the 
HDCP Transmitter functionality within the HDCP Repeater for its corresponding downstream 
HDCP-protected Interface Port. 
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Figure 2-9. HDCP Repeater Downstream Authentication Protocol State Diagram 

Transition Any State:PO. Reset conditions at the HDCP Repeater or loss of Hot Plug Detect 
(HPD) cause the HDCP Repeater to enter the No Receiver Attached state for this port. Some 
TMDS transmitters have the ability to directly sense the presence of a TMDS receiver 
(Receiver Sense). If this signal is present and indicates the absence of an HDCP Receiver, it 
should cause a transition to State PO. 

Transition P0:Pl. The detection of Hot Plug Detect indicates that a sink device is attached 
and that the EDID ROM is available for reading. 

State P1: Read EDID. Whenever HPD is active, the HDCP Repeater must assume that the 
receiver is available and displaying an image to the user. Consequently, the transmitter should 
transmit an image to the screen as soon as feasible. Upon detection of HPD, the HDCP 
Transmitter reads the EDID to determine the capabilities of the sink device, including whether 
it is HDMI capable (refer to the HDMl Specification I .O for details). If both transmitter and 
receiver are HDMI-capable, then the TMDS transmitter enters HDMl mode, otherwise, it 
enters DVI mode. 
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Transition Pl:P2. Immediately after transitioning to DVI mode, the transmitter should begin 
sending an unencrypted video signal. This signal may be required before the registers of the 
HDCP Receiver are visible to the HDCP Repeater. 

Transition P1:P3. Immediately after transitioning to HDMI mode, the transmitter should 
begin sending a video signal. This signal may be required before the registers of the HDCP 
Receiver are visible to the HDCP Repeater. 

Transition P2:FO, P3:FO. Upon an Upstream Authentication Request, the HDCP Repeater 
waits for the availability of an Active HDCP Receiver on this port. 

State FO: Wait For Active Receiver. In this state the HDCP Repeater must not decrypt or 
encrypt video. If no low value content is available or appropriate, a “blue screen” or 
informative on-screen display should be transmitted. The HDCP Repeater must repeatedly 
attempt to read an HDCP register, at least once every 2 seconds and preferably much more 
often. Note that in most cases, if the user is watching video from a different input, the Hot 
Plug Detect signal will still be asserted but the HDCP Receiver’s registers will not be 
readable. Upon switching to the HDCP input, the user will wish to see valid video within a 
fraction of a second or they may conclude that the HDCP input is not connected and 
immediately switch to another input. For this reason, a valid video screen should at all times 
be transmitted whenever Hot Plug Detect is asserted, and downstream authentication should 
be started immediately after detecting a validBksv (Transition FO: FI). 

Transition F0:Fl. The availability of an active HDCP Receiver through the detection of a 
valid Bksv value causes the authentication process to begin. 

Transition Fl:F2. The random value A n  and downstream (HDCP Transmitter) side KSV 
have been written, and a valid HDCP Receiver Bksv and REPEATER bit have been read. The 
downstream (HDCP Transmitter) side is required to validate that Bksv contains 20 ones and 
20 zeros. 

State F2: Computations. In this state, the downstream (HDCP Transmitter) side computes 
the values Km, Ks, Mo,and RQ, using its Device Private Keys, Bksv read during State F1, and 
the random number An written to the HDCP Receiver during state F1. 

Transition F2:F3. When the computed results from State F2 are available, the downstream 
(HDCP Transmitter) side proceeds to State F3. 

State F3: Validate Receiver. The downstream (HDCP Transmitter) side reads R; from the 
HDCP Receiver and compares it with the corresponding RU produced by itself during the 
computations of State F2, then immediately enables data encryption if R$ is equal to Ro. The 
HDCP Receiver must make Ro’ available less than 100 ms from the time that Akrv is written. 
The HDCP Transmitter must not attempt to read RO’ sooner than this IO0 ms. The HDCP 
Receiver’s Bksv is added to the KSV list for this HDCP Repeater. 

Transition F3:FO. The link integrity message Ro‘ received from the HDCP Receiver does not 
match the value calculated by the downstream (HDCP Transmitter) side. 

Transition F3:F6. The link integrity message Ro’ received fiom the HDCP Receiver matches 
the expected value calculated by the downstream (HDCP Transmitter) side. 

State F4: Authenticated At this time, and at no prior time, the downstream (HDCP 
Transmitter) side has completed the authentication protocol and is fully operational, able to 
deliver HDCP Content. The verification t imr  is set up to generate timer events at the nominal 
rate of once every two seconds, plus or minus one-half second. 
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Transition F4:F5. A verification timer event causes this transition to State F5. 

State F5: Link Integrity Cheek. In this state, the downstream (HDCP Transmitter) side 
reads R,‘ from the HDCP Receiver and compares that value against its value Ri. If the values 
are equal, then the HDCP Receiver is correctly decrypting the transmitted stream. The R; 
value may be re-read to allow for synchronization and 12C bus errors. The HDCP Transmitter 
may also check for a loss of synchronization with the HDCP Receiver (see Appendix C). If 
both the HDCP Transmitter and HDCP Receiver are capable of the Enhanced Link 
Verification option, the Pjvalues may be used to check for loss of synchronization more 
frequently than the Ri check. 

Transition F5:F4. Ri ’ from the HDCP Receiver correctly matches the expected value, Ri. 

Transition F5:FO. Ri ’ from the HDCP Receiver does not match the expected value, Ri, or the 
value was not returned to the downstream (HDCP Transmitter) side within 1 millisecond from 
the initiation of the read operation, or the loss of synchronization was detected using the Ri or 
Pj values. 

State F6: Test for Repeater. The HDCP Repeater evaluates the state of the video repeater 
capability bit (REPEATER) that was read in State F1. 

Transition F6:F4. The REPEATER bit is not set (the HDCP Receiver is not an HDCP 
Repeater). 

Transition F6:F8. The REPEATER bit is set (the HDCP Receiver is an HDCP Repeater). 

State F8: Wait for Ready. The downstream (HDCP Transmitter) side sets up a five-second 
watchdog timer and polls the HDCP Receiver’s READY bit. 

Transition F8:FO. The watchdog timer expires before the READY indication is received. 

Transition F8:F9. The asserted READY signal is received. 

State F9: Read KSV List. The watchdog timer is cleared. The downstream (HDCP 
Transmitter) side reads the list of attached KSVs through the KSV FIFO, reads Y’, computes 
V ,  and verifies V == V‘, and the KSVs from this port are added to the KSV list for this HDCP 
Repeater. Two additional status bits (MAX-CASCADE-EXCEEDED and 
MAX-DEVS-EXCEEDED) from the downstream HDCP Receiver are read and if asserted, 
cause the HDCP Repeater to also assert them upstream. 

Transition F9:FO. This transition is made if Y != V’. A retry of the entire KSV FIFO read 
operation may be implemented if V != V’. I t  is also made if either 
MAX-CASCADE-EXCEEDED or MAX-DEVS-EXCEEDED are asserted. 

Transition F9:F4. This transition is made if V == V’ and the downstream topology does not 
exceed specified maximums. 

Note that in some implementations, the trip from the point in State F3 where encryption is 
enabled to State F4 may be sufficiently long to miss one or more verification timer events. 
For improved usability, such implementations may alternatively handle the link integrity 
check process (i.e. State F5) asynchronously from the rest of the state diagram. In such cases, 
the transition into State F5 may occur from any state for which encryption is currently 
enabled. Also, the transition from state F5 returns to the appropriate state to allow for 
undisrupted operation. 
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Encrypted Frame Start 

Done 
3 

c5: C6: 

The HDCP Repeater upstream state diagram, illustrated in Figure 2-10, makes reference to 
states of the HDCP Repeater downstream state diagram. 

Done > 
Time Out c 

co: C l  : c3: c2: 

All Active Pass 
Downstream Ports . 
Authenticated . > 

Unauthenticated Come 

Aksv Received 
1 

Any Active Downstream Port Unauthenticated r 

Elgure 2-10. HDCP Repeater Upstream Authentication Protocol State Diagram 

Transitions Any State:CO. Reset conditions at the HDCP Repeater cause the HDCP 
Repeater to enter the unauthenticated state. Re-authentication is forced any time the Aksv is 
written by the attached HDCP Transmitter, with a transition through the unauthenticated state. 

State CO: Unauthenticated The device is idle, awaiting the reception of An and Akrv from 
the HDCP Transmitter to trigger the authentication protocol. The READY status bit, in the 
HDCP-protected interface Port, is de-asserted. The upstream R'i and P'j values are not 
updated in this state. 

Transition C0:CI. The final byte ofdksv is received from the HDCP Transmitter. 

State C1: Computations. In this state, the HDCP Repeater calculates the values Km', Ks', 
M;, and Ro' using its Device Private Keys and the received values of An and Aksv. The HDCP 
Repeater is allowed a maximum time of 100 milliseconds to complete the computations and 
make R; available to the HDCP Transmitter. Should the HDCP Transmitter write the Aksv 
while the HDCP Repeater is in this state (State Cl ) ,  the HDCP Repeater abandons 
intermediate results and restarts the computations. 
Transition C1:C5. The computations are complete and the results are available for reading 
by the HDCP Transmitter. 

State C2: Authenticated The HDCP Repeater has completed the authentication protocol and 
is ready to generate the first frame key when signaled by the HDCP Transmitter. The READY 
status bit is asserted. 

Transition C2:CO. The upstream (HDCP Receiver) connection becomes unauthenticated if 
any downstream HDCP Port enters the unauthenticated state OR if a downstream HDCP- 
protected Interface Port that previously had no active downstream HDCP Receiver attached 
senses an attached active HDCP Receiver. 
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Transition C2:C3. This transition is made during the vertical blank interval preceding 
encrypted frames. The third part of the authentication protocol requires periodic updates to 
the Ri' value. 

State C3: Update Ri'. During the vertical blank interval preceding each encrypted frame the 
HDCP Repeater determines whether or not to update the response value Ri' with HDCP 
Cipher output value available during the frame key calculation. The Ri' value is updated when 
(i mod 128) -- 0. The updated Ri' value must be available through the HDCP-protected 
Interface Port no more than 128 pixel clocks from the time that encryption enable is indicated 
for the next frame over the CTLx signals. Section 2.7 specifies encryption enable signaling. 

Transition C3:C2. Once Ri' has been updated, return to the authenticated state. 

State C5: Wait for Downstream. The upstream (HDCP Receiver) state machine waits for all 
downstream HDCP-protected Interface Ports of the HDCP Repeater to enter either the 
unconnected (State PO), inactive (State FO), or the authenticated state (State F4). 

Transition C5:CO. The watchdog timer expires before all downstream HDCP-protected 
Interface Ports enter the authenticated or unconnected state. 

Transition C5:C6. All downstream HDCP-protected Interface Ports with attached HDCP 
Receivers have reached the state of authenticated or unconnected. 

State C6: Assemble KSV List  The HDCP Repeater assembles the list of all attached 
downstream topology HDCP Devices as the downstream HDCP-protected Interface Ports 
reach terminal states of the authentication protocol. An HDCP-protected Interface Port that 
advances to State PO, the unconnected state. or FO, the inactive state, does not add to the list. 
A downstream HDCP-protected Interface Port that arrives in State F4 that has an HDCP 
Receiver that is not an HDCP Repeater attached, adds the Bksv of the attached HDCP 
Receiver to the list. Downstream HDCP-protected Interface Ports that arrive in State F4 that 
have an HDCP Repeater attached will cause the KSV list read from the attached HDCP 
Repeater, plus the Eksv of the attached HDCP Repeater itself, to be added to the list. The 
HDCP Repeater must verify the integrity of the downstream HDCP Repeater's list by 
computing V and checking this value against c" received from the attached HDCP Repeater. If 
Vdoes not equal V', the downstream KSV list integrity check fails. A retry of the entire KSV 
FIFO read operation should be performed if V != V'. When the KSV list for all downstream 
HDCP Receivers has been assembled, the HDCP Repeater computes the upstream V ' .  
The DEVICE-COUNT for an HDCP Repeater is equal to the total number of attached 
downstream HDCP Receivers (including HDCP Repeaters}. The value is calculated as the 
sum of the number of attached active HDCP Receivers (including HDCP Repeaters) plus the 
sum of the DEVICE-COUNT of all attached HDCP Repeaters. The DEPTH for an HDCP 
Repeater is equal to the maximum number of connection levels below any of the downstream 
HDCP-protected Interface Ports. The value is calculated as the maximum DEPTH reported 
from downstream HDCP Repeaters plus one (accounting for the attached downstream HDCP 
Repeater). If the computed DEVICE-COUNT for an HDCP Repeater exceeds 127 or the size 
of the KSV-FIFO, the HDCP Repeater must assert the MAX-DEVS-EXCEEDED status bit. 
If the computed DEPTH for an HDCP Repeater exceeds seven, the HDCP Repeater must 
assert the MAX-CASCADE-EXCEEDED status bit. When an HDCP Repeater receives a 
MAX-DEVS-EXCEEDED or a MAX-CASCADE-EXCEEDED status from a downstream 
HDCP Repeater, it is required to assert its corresponding upstream status bit. 

Transition C6:CO. If any downstream HDCP-protected Interface Port should transition to the 
unauthenticated state, the upstream connection transitions to the unauthenticated state. This 
transition is also made when any downstream HDCP-protected Interface Ports becomes 
unauthenticated, or when the KSV list integrity check for a downstream HDCP Repeater fails. 
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Transition C6:C2. The KSV list and V’,  as well as DEVICE-COUNT and DEPTH, are ready 
for reading by the upstream HDCP Transmitter. 

2.6 HDCPPort 
The values that must be exchanged between the HDCP Transmitter and the HDCP Receiver 
are communicated over the 12C serial interface of the HDCP-protected Interface. The HDCP 
Receiver must present a logical device on the 12C bus for each link that it supports. No 
equivalent interface to HDCP Transmitters is specified. The eight-bit 12C device address 
(including the readwrite bit, “x”) for the primary link is 01 1 lOlOx binary, or 0x74 in the 
usual hexadecimal representation of I2C device addresses where the readwrite bit is set to 
zero. The device address for the secondary link is 0x76. Table 2-2 and Table 2-3 spec ie  the 
address space for these devices, which act only as slaves on the 12C bus. Muiti-byte values are 
stored in little endian format. 

Read and write operations must complete within 100 ms per byte transfened. Master devices 
may elect to repeat any transfers believed to have previously completed with errors. 

Page 26 of 85 



High- bandwidth Digital Content Protection System 9 June 2003 
Revision 1.1 Digital Content Protection LLC 

Name 

Bksv 

Rsvd 

Ri ‘ 

Pj ’ 

Rsvd 
A ksv 

Ainjo  

Rsvd 

A n  

V ‘_ HO 

V’. H l  

V ’. H.? 

V‘. H3 

Size in 
Bytes 

5 

3 

2 

1 

> 

5 

1 

2 

8 

4 

4 
4 
- 
4 

Rdl 
Wr 
Rd 
- 

- 
Rd 

Rd 
- 

Rd 

Rd 
Wr 
- 

- 
Wr 

- 
Rd 

Wr 
- 
- 
Rd 

- 
Rd 

Rd 

Rd 

- 
- 
- 

Function 

HDCP Receiver KSV. This value may be used to determine that the receiver 
is HDCP capable. Valid KSVs contain 20 ones and 20 zeros, a characteristic 
that must be verified by HDCP Transmitters before encryption is enabled. 
This value must be available any time the HDCP Receiver’s HDCP hardware 
is ready to operate. 

All bytes read as Ox00 

Link verification response. Upon completion of the authentication 
computations, this register contains the & value. Following that, it is updated 
upon completion of HDCPBlockCipher if (i mod 128) = 0 It is 
recommended that HDCP Transmitters protect against errors in the 12C 
transmission by re-reading this value when unexpected values are received, 
though care must be taken to avoid missing legitimate mis -match conditions. 
This value must be available at all times between updates. Ro‘ must be 
available less than 100 ms after A b v  is received. Subsequent R,‘ vaiues must 
be available a maximum of I28 pixel clocks following the Encryption Enable 
detection (ENC-EN). 

Enhanced Link Verification Response. Updated upon receipt of first video 
pixel received when frame counter value (j mod 16) == 0. The value is the 
XOR of the decrypted byte on channel zero of the first video pixel with the 
least significant byte of Rj. Rj is derived from the output function in the same 
manner as Ri, but is captured every 1 6‘h counted frame (rather than every 
1 2gh counted frame). 

All bytes read as Ox00 
HDCP Transmitter KSV. Writes to this multi-byte value are written least 
significant byte first. The final write to 0x14 triggers the authentication 
sequence in the HDCP Receiver, and the currentAinfo value is copied from 
the port, takes effect. and the port is reset to the default value of zero. 

Bits 7-2: Reserved zeros. 

Bit 1: ENABLE-1 .]-FEATURES. This bit enables the Advance Cipher 
option. If in DVI mode, i t  also enables the Enhanced Encryption Status 
Signaling (EESS) (in HDMI mode, EESS is enabled regardless of this bit 
setting). This bit resets to default zero when the HDCP Receiver becomes 
attached or active, OJ Is reset, OJ the last byte of Aksv is written. A write to 
the last byte of Aksv copies the port value and causes it to take effect, and 
then resets the port value to the default value of zero. Thus the options must 
be explicitly enabled prior to each authentication. 

Bit 0: Reserved (must be zero). 

AI1 bytes read as Ox00 

Session random number. This multi-byte value must be written by the HDCP 
Transmitter before the KSV is written. 

HO part of SHA-1 hash value used in the second part of the authentication 
protocol for HDCP Repeaters. (NOTE: port 0x20 is the least significant byte 
of the HO value, as all ports are little-endian byte order). 

H1 part of SHA-I hash value V’. 

H2 part of SHA- 1 hash value V’. 

H3 part of SHA-I hash value V’. 
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0x30 

0x34 

0x40 

- 
- 

0x4 I 

0x43 

0x43 

oxc0 

V ’. H4 

Rsvd 

Bcaps 

Bsta t us 

KSV 
FIFO 

Rsvd 

dbg 

4 

12 

1 

2 

1 

124 

64 

Table 1 

- 
Rd 

Rd 

Rd 

- 
- 

- 
Rd 

Rd 
- 

- 
Rd 

Rd/ 
Wr 
2. PI  
- 

Digital Content Protection LLC 

H4 part of SHA- 1 hash value V’. 
-~ - 

All bytes read as Ox00 
Bit 7: HDMI-RESERVED Use of this bit IS reserved. HDCP Receivers not 
capable of supporting HDMI must clear this bit to 0. 

Bit 6: REPEATER, HDCP Repeater capability. When set to one, this HDCP 
Receiver supports downstream connections as permitted by the Digital 
Content Protection LLClicense. This bit does not change while the HDCP 
Receiver is active. 

Bit 5: READY, KSV FIFO ready. When set to one, this HDCP Repeater has 
built the list of attached KSVs and computed the verification value V’. This 
value is always zero during the computation of Y’. 
Bit 4: FAST. When set to one, this device supports 400 KHz transfers. When 
zero, 100 KHz is the maximum transfer rate supported. Note that 400KHz 
transfers are not permitted to any device unless all devices on the 12C bus are 
capable of 400KHz transfer. The transmitter may not be able to determine if 
the EDID ROM, present on the HDCP Receiver, is capable of 400KHz 
operation. This bit does not change while the HDCP Receiver is active. 
Bits 3-2: Reserved (must be zero). 

Bit 1 : 1.1-FEATURES. When set to one, this HDCP Receiver supports 
Enhanced Encryption Status Signaling (EESS), Advance Cipher, and 
Enhanced Link Verification options. For the HDMI protocol, Enhanced 
Encryption Status Signaling (EESS) capability is assumed regardless of this 
bit setting. This bit does not change while the HDCP Receiver is active. 
Bit 0: FAST-REAUTHENTICATION. When set to 1, the receiver is capable 
of receiving (unencrypted) video signal during the session re-authentication. 
All HDMI-capable receivers shall be capable of performing the fast re- 
authentication even if this bit is not set. This bit does not change while the 
HDCP Receiver is active. 

Refer to Table 2-4 for definitions. 

Key selection vector FIFO. Used to pull downstream KSVs from HDCP 
Repeaters. All bytes (DEVICE-COUNT * 5) must be read in a single, auto- 
incrementing access. 
All bytes read as Ox00 for HDCP Receivers that are not HDCP Repeaters 
(REPEATER == 0). 

All bytes read as Ox00 

Implementation-specific debug registers. Confidential values must not be 
exposed through these registers. 
nary Link HDCP Port (PC device address 0x74) 
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0x08 

OxOA 

I Offset 1 Name 1 Size I R W t  I Function 

Ri‘ 2 

Pj’ 1 

HDCP Receiver KSV. See primary link comments. This value may 
match the value of Bksv for the primary link. 

I 

Ox10 Aksv 

I 

0x05 I Rsvd I 3 I Rd I All bytes read as Ox00 

5 Wr HDCP Transmitter KSV. See primary link comments. This value may 
be programmed to the same value of A b v  for the primary link. 

I 

0x15 I Ainfo 

Rd 

I 

1 I Wr I Bits 7-2: Reserved zeros. 

____I 

Rd 

Rd 

Wr 

Rd 

Rd/Wr 

Link verification response. See primary link comments. This value will 
usually differ from the value of RZ” for the primary link. 

Enhanced Link Verification Response. See primary link comments. This 
value will usually differ from the value ofRi‘ for the primary link. 

Bit 0: Reserved (must be zero). 

All bytes read as Ox00 

Session random number. See primary link comments. This value must 
differ from the programmed value ofAn for the primary link. 

These bytes may assume any values as an artifact of implementation, 
but must not be used by implementations. Confidential values must not 
be exposed through these registers. 

Implementation-specific debug registers. Confidential values must not 
be exposed through these registers. 

I 

OxOB I Rsvd I 5 1 Rd I All bytes read as Ox00 

Undef 160 

__I 

0x16 
OX18 
- 

0x20 

oxco 
: 

Y Table 2- 

Bit 1 : ENABLE-I. I-FEATURES. This bit enables the Advance 
Cipher option. If in DVI mode, it also enables the Enhanced Encryption 
Status Signaling (EESS) (in HDMI mode, EESS is enabled regardless of 
this bit setting). This bit resets to default zero when the HDCP Receiver 
becomes attached or active, or is reset, or the last byte of Aksv is 
written. A write to the last byte of Aksv copies the port value and causes 
it to take effect, and then resets the port value to the default value of 
zero. Thus the options must be explicitly enabled prior to each 
authentication. 

Note: There is no separate KSV FIFO for the secondary link. Dual link repeaters combine their downstream 
KSV lists into a single list that is read on the primary link. They may remove duplicate KSV values that 
result from downstream HDCP devices using the same KSV on both links. 
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Bit 
Field 
15:14 

13 

12 

11 

10:s 

7 

6:O 

L-4. Bstatus 

Revision 1.1 

Rd/ Description 
Wr 
Rd Reserved. Read as zero. 

Rd 

Rd 

Reserved for future possible HDMI use. 

HDMI Mode. When set to one, the HDCP Receiver 
has transitioned from DVI Mode to HDMI Mode. 
This has occurred because the HDCP Receiver has 
detected HDMI bus conditions on the link. This bit 
must not be cleared when the HDCP Transmitter 
and HDCP Receiver are connected and both are 
operating in an active HDMI mode. This bit must 
be cleared upon power-up, reset, unplug or plug of 
an HDCP Transmitter or anytime that the HDCP 
Receiver has not seen at least one Data Island 
within 30 video frames. 

Topology error indicator. When set to one, more 
than seven levels of video repeater have been 
cascaded together. 

Three-bit repeater cascade depth. This value gives 
the number of attached levels through the 
connection topology. 

Topology error indicator. When set to one, more 
than 127 downstream devices, or the capacity of the 
KSV Fifo, are attached. 

Total number of attached downstream devices. 
Always zero for HDCP Receivers. This count does 
not include the HDCP Repeater itself, but only 
downstream devices downstream from the HDCP 
Repeater. 

Rd 

Rd 

Rd 

Rd 

Register Bit Field Definitions 

Name 

S 

Rsvd 

Slave Addr (7) W A Offset Addr (8) A Sr Slave Addr (7) R A Read Data (8) A P 

HDMI-RESERVED-2 

HDMI-MODE 

MAX-CASCADE-EXCEEDED. 

DEPTH 

MAX-DEVS-EXCEEDED 

DEVICE-COUNT 

Tab11 

Digital Content Protection LLC 

The HDCP Receivers at these slave addresses respond to 12C accesses as diagrammed in 
Figure 2-1 1, Figure 2-12, and Figure 2-13. The nomenclature within these diagrams, and used 
to describe them, is the same as found in The 12C Bus Speclfication Version 2.0. 

Figure 2-1 1 illustrates a combined-format byte read, in which the master writes a one-byte 
address to the slave. followed by a repeated start condition (Sr) and the data read. With the 
exception of combined-format reads from the KSV FIFO, HDCP Devices mu st support multi- 
byte reads, with auto-increment. Combined-format reads from the KSV FIFO have an implicit 
address increment though the FIFO data structures. 

Figure 2-12 illustrates a byte write access. As for combined-format read accesses, the HDCP 
port must support multi-byte writes with auto-increment, again with an exception for KSV 
FIFO writes where the implicit address increment moves through the KSV FIFO data 
structure rather than through the HDCP port address space. Auto-incremented sequential 
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S 

accesses that start before the KSV FIFO address and cross through the KSV FIFO address 
read only the first byte of the KSV FIFO and then continue incrementing through the HDCP 
port address space. 

SlaveAddr(7) R A Read Data (8) A Read Data(8) A Read Data 

2.7 

1 S 1 Slave Addr (7) I W I A I Offset Addr (8) I A I Write Data (8) I A I PI 
1 '  I 1 

Figure 2-12. HDCP Port Byte Write 

In order to minimize the number of bits that must be transferred for the link integrity check, a 
second read format must be supported by all HDCP Receivers and by HDCP Transmitters that 
do not implement a hardware 12C master. This access, shown in Figure 2-13, has an implicit 
offset address equal to 0x08, the starting location forR?. The short read format may be 
uniquely differentiated from combined reads by tracking STOP conditions (P) on the bus. 
Short reads must be supported with auto-incrementing addresses. 

Encryption Status Signaling 
The HDCP Transmitter signals the HDCP Receiver to begin the third part of the 
authentication protocol through the previously reserved control signals CTL3, CTL2, CTL 1, 
and CTLO of the HDCP-protected Interface. Two different protocols for signaling are 
supported. One is termed Original Encryption Status Signaling (OESS) while the other is 
termed Enhanced Encryption Status Signaling (EESS). These protocols are only used when 
the HDCP Device is in an authenticated state. Authenticated states for HDCP Transmitters 
are State A4 and A5. Authenticated states for HDCP Receivers are State B2 and 83. 
Authenticated states for HDCP Repeaters are State C2 and C3. 

The decision of which Encryption Status Signaling to use may only occur while both HDCP 
Devices are in an unauthenticated state. typically upon detection of a newly active or 
connected HDCP Receiver Any transition to State A0 of Figure 2-4, State BO of Figure 2-7, 
State FO of Figure 2-9, or State CO of Figure 2-10 causes the HDCP Device to assume DVI 
protocol and OESS will be used Before the authentication process may start, the HDCP 
Transmitter must determine whether EESS may be used 

Original Encryption Status Signaling (OESS) 

OESS utilizes only CTL3, and is only used during DVI protocol. This signaling is 
accomplished with a single high-going pulse. during the vertical blanking interval, of 
sufficient width that it may be distinguished from bit errors on the channel or any effects due 
to resynchronization events in the receiver. The transmitter must assert CTL3 f o r d  feast 8 
pixel clocks (the transmitter is encouraged to utilize a wider pulse to enhance reliability, but 
no more than the entire Vsync timeframe), starting no closer than 128 pixel clocks from the 
end of the vertical blank interval. 

The state transition signal ENC-EN is true when a CTL3 pulse of sufficient duration occurs 
during this period The state transition signal ENC-DIS is true when a vertical blanking 
period has passed with no CTL3 pulse 

Enhanced Encryption Status Signaling (EESS) 
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. 
CTL3: I CTL2: CTL1: 
I l o  0 
0 l o  0 

EESS utilizes all four CTLx signals. Two possible CT Lx patterns are used to indicate the 
encryption status of the current frame as described in Table 2-5. 

CTLO: Description: 
1 
1 

Encryption is enabled for this frame. 
Encryption is disabled for this frame. 

This signaling is always used with the HDMI protocol, but is an optional feature with the DVI 
protocol. An HDCP Transmitter may determine if the HDCP Receiver supports EESS during 
DVI protocol by querying itsBcups bit 1 .{-FEATURES. If both HDCP Devices are capable 
of EESS, then the HDCP Transmitter must indicate that EESS will be used by setting bit 0 of 
the Ainfo register prior to starting the authentication protocol. 

HDMkapable HDCP Transmitters m s t  determine if the HDCP Receiver is DVI or HDMI- 
capable before authentication is attempted. An HDCP Receiver indicates that it is HDMI 
capable as prescribed by the HDMI specification (rather than the Bcaps HDMI-RESERVED 
bit). Transition to HDMI protocol must then be initiated by the HDCP Transmitter (or 
downstream side of an HDCP Repeater) by the transmission of a Data Island period. The 
reception of a Data Island preamble followed by a Data Island Guard Band will transition the 
HDCP Receiver to HDMI mode. The successful transition to HDMI mode by the HDCP 
Receiver is indicated by setting Bstatus bit HDMI-MODE. After this, the authentication 
protocol is started and EESS assumed regardless of the setting of Bcaps bit 1.1-FEATURES 
or Ainfo bit 0. 

If an HDMI-capable HDCP Transmitter detects an HDCP Receiver that is not HDMIcapable, 
then it must follow the sequence above for DVI HDCP Transmitters if it is capable of 
performing EESS while transmitting with the DVI protocol. 

For an HDCP Repeater that supports HDMI protocol, it must be noted that the upstream link 
is in many ways independent from the downstream links. It is possible that HDMI protocol 
may be active on the downstream HDCP-protected Interfaces fiom an HDCP Repeater while 
the upstream HDCP-protected interface is receiving DVI protocol, or vice versa. If two or 
more downstream HDCP-protected Interface Ports are supported, it is possible for one or 
more of these to be transmitting DVI protocol while one or more others are transmitting 
HDMI protocol. Such an HDCP Repeater must accommodate all of these scenarios. 

The CTLx signals described in Table 2-5 are only valid within a 16clock window of 
opportunity starting at 512 pixel clocks following the active edge of VSYNC. When 
authenticated and not in the HDMI AVMUTE state, the HDCP Transmitter must continually 
assert one of these CTLx patterns during this window of opportunity. The CTLx signals may 
be used for other purposes outside of this window of opportunity. See the timing diagram in 
Appendix D . 

The state transition signal ENC-EN is true at the end of this window of opportunity if the 
encryption enable value is transmitted during the window. The state transition signal 
ENC-DIS is true at the end of this window of opportunity if the encryption disabled value is 
transmitted during this window. Neither signal is activated otherwise or elsewhere. 

The specific methods an HDCP Receiver uses to determine which of the two signals, 
ENC-EN or ENG-DIS, is presented, in consideration of environments where signaling errors 
may occur, are left to the implementation. The HDCP Receiver may also use heuristics based 
on common usage in its decision, such as assuming that the frame has the same encryption 
status as the previous frame. 
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The active edge of VSYNC is either a rising or falling edge. For the purposes of the signaling 
described above, the HDCP Transmitter and Receiver determine which edge is active by 
polling VSYNC at the start of the previous Video Data Period. If VSYNC is low at this point, 
then the active edge of VSYNC is defined as a rising edge. If VSYNC is high at this point, 
then the active edge of VSYNC is defined as a falling edge. Upon removal or connection of 
an HDCP Device, the active edge of VSYNC must default to the falling edge. In addition, 
following a VSYNC active edge, no subsequent VSYNC edge may be considered active until 
a Video Data Period occurs. This VSYNC polarity determination is not specified as used for 
any other purpose than to establish the position of the encryption s b a l i n g  window position. 

It is required that no Data Island or Video Data, nor any Guard Band, be transmitted during a 
keep-out period that starts 508 pixels past the active edge of VSYNC and ends 650 pixels 
past the active edge of VSYNC. See the timing diagram in Appendix D. 
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Cipher 
output 
23:16 

IS:& 

7:O 

3 DataEncryption 

T.M.D.S. Video Stream 
Channel Bits 

2 Red[7:0] 
1 Green[ 7:0] 
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HDCP Encryption is applied at the input to the T.M.D.S. Encoder and decryption is applied at 
the output of the T.M.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise 
exclusive-or (XOR) of the HDCP Content with a pseudo-random data stream produced by the 
HDCP Cipher. In dual-link implementations the Audiovisual Content is 48-bits wide and 
requires two HDCP Ciphers to produce the required pseudo-random streams. 

HDCP Transmitter HDCP Receiver 

Figure 3-1. HDCP Encryption and Decryption 

During the vertical-blanking interval, the hdcpBlockCipher function prepares the HDCP 
Cipher to produce the 24-bit wide keydependent pseudo-random stream during data periods. 
The HDCP Cipher generates a new 24-bit word of pseudo-random data for every pixel of 
HDCP Content to be encrypted. The 24-bits of cipher output are applied to the T.M.D.S. 
channels as shown in Table 3-1. As an example, the RGB video stream data is also shown in 
Table 3- 1. 

When transmitting auxiliary data, four TERC4 data bits on each of the two T.M.D.S. channels 
1 and 2, plus one TERC4 data bit on channel 0 are encrypted. Nine bits of the existing HDCP 
stream cipher XOR mask are used. Table 3-2 identifies the mappings of HDCP stream cipher 
output bits to be XORed with TERC4 bits. 
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Table 3-2. 

Unused 
Channel 2 bit 3 

Encryption Stream Mapping for TERC4 Encoding 

During horizontal-blanking intervals on the interface, the HDCP Cipher is re -keyed for 56 
pixel clocks as described in Section 4.5. This complicates the task of breaking the encryption 
from line to line. 

3.1 EncryptionlDecryption State Diagrams 
Figure 3-2 illustrates the encryption functions while using OESS as they relate to HSYNC, 
VSYNC, Video Data, and Encryption Status Signaling (ENC-EN). This diagram is applicable 
to both HDCP Transmitters and HDCP Receivers. 

DO: D1: D3: 

Reset 

Auth 

- 
- 

e F r a m c  
ENC-EN 

DI': 
Frame Key Calc 

< ENC-E 

02: 

! videoData 
videoData 

AC ANO FNC DIS 

04: 
Horizontal Blank 

I 

4 

ENC-EN 
I 

4 

ENC-DIS - 
' VSYNC 

.!AC AND (ENC-DIS OR videoData) 

AC AND ENC-DIS 

Vertical Blank 
I 

-- 

Figure 3-2. Encryption/Decryption State Diagram (OESS) 
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Transition Any State:DO. Reset conditions or transitions into the unauthenticated state at the 
HDCP Transmitter cause the encryption state machine to transition to the idle state. 

State DO: Idle. The HDCP Cipher is free running and available for use as hdcpRngCipher 
(Section 4.5). 

Transition D0:Dl. The assertion of Encryption Enable (ENC-EN) when in an authenticated 
state (as described in Section 2.7) causes frame key calculation. 

State D1: Frame Key Calculation. The frame key for the next video frame is calculated as 
described in section 4.5, using hdcpBlockCipher. 

Transition Dl:D2. Entering a video data period causes this transition. 

State Dl’: Frame Key Calculation. The frame key for the next video frame is calculated as 
described in section 4.5, using hdcpBlockCipher. This state is only reached with the Advance 
Cipher option is enabled and an unencrypted frame is signaled. 

Transition D1’:Dl. The assertion of Encryption Enable (ENC-EN) when in an authenticated 
state (as described in Section 2.7) causes frame key calculation. 

Transition D1’:Dl’. The assertion of Encryption Enable (ENC-DIS) when in an 
authenticated state (as described in Section 2.7) causes frame key calculation. 

State D2: EncryptCDecrypt. HDCP Transmitters encrypt pixel data in this state, while HDCP 
Receivers decrypt data. Both use the hdcpStreamCipher as described in section 4.5. 

Transition D2:D3. The end of the video data period signals the end of video pixel data. 

State D3: Unknown Blank. At the end of active pixel data, it is not assumed that HDCP 
Devices are able to distinguish between horizontal and vertical sync. In this state, HDCP 
Devices must begin to rekey the HDCP cipher using hdcpRekeyCipher as described in section 
4.5. 

Transition D3:Dl. The assertion of ENC-EN as specified for OESS (as described in Section 
2.7) results in the generation of a new frame key. 

Transition D3:Dl’. The assertion of ENC-DIS as specified for OESS (as described in 
Section 2.7) when the Advance Cipher option is enabled results in the generation of a new 
frame key. 

Transition D3:D4. The assertion of HSYNC identifies the horizontal blank. 

Transition D3:D5. The assertion of VSYNC identifies the vertical blank. 

State D4: Horizontal Blank. The rekey operation continues if not completed during State 
D3. 

Transition D4:D2. The assertion of videoData signals the beginning of the next line of 
HDCP Content to be encrypted/decrypted by the HDCP Device. 

Transition D4:Dl. The assertion of ENC-EN as specified for OESS (as described in Section 
2.7) results in the generation of a new frame key. 
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Transition D4:Dl’. The assertion of ENC-DIS as specified for OESS (as described in 
Section 2 . 7 )  when the Advance Cipher option is enabled results in the generation of a new 
frame key. 

Transition D4:D5. The assertion of VSYNC identifies the vertical blank. 

State D5: Vertical Blank.This state waits for one of the exit conditions. 

Transition D5:Dl. The assertion of ENC-EN when in an authenticated state (as described in 
Section 2.7) results in the generation of a new frame key. 

Transition D5:Dl’. The assertion of ENC-DIS as specified for OESS (as described in 
Section 2.7)  when the Advance Cipher option is enabled results in the generation of a new 
frame key. 

Transition D5:DO. If the Advance Cipher option is not enabled, the return to active video 
pixel data before the assertion of ENC-EN (as described in Section 2.7) indicates that HDCP 
Encryption has been disabled for this frame of active video data (i.e. indicates that ENC-DIS 
is true). 
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Figure 3-3 illustrates the encryption function while using EESS as they relate to HSYNC, 
VSYNC, Video Data, Packet Data, and Encryption Status Signaling (ENC-EN, ENC-DIS). 
This diagram is applicable to both HDCP Transmitters and HDCP Receivers. 

HDMI transmits data during Video Data Periods and Data Island Periods. All of this data 
requires HDCP Encryption. 

Video Data Periods are identical to DVI video data periods with the exception that they begin 
with a two-pixel Leading Guard Band. The state transition variable videoData is defined to 
go TRUE on the first active pixel of video data in the period (i.e. after the Guard Band) and is 
defined to go FALSE following the last active pixel of video data in the period. There is no 
Trailing Guard Band on a Video Data Period. 

Data Islands begin with a two-pixel Leading Guard Band and end with a two -pixel Trailing 
Guard Band. Between the Guard Bands, packet data is transmitted. Unlike the 8 to 10 bit 
encoding used for video pixel data, each pixel of the packet data is encoded using T.M.D.S. 
Error Reduction Coding (TERC4) performing a 4 to 10 bit conversion of the input packet data 
to the 10 bits required for differential transmission on each of the three T.M.D.S. channels. 
The state transition variablepackefData is defined to go TRUE for the first pixel of the Data 
Island containing packet data (Le. first pixel foilowing the Leading Guard Band) and is 
defined to go FALSE following the last pixel containing packet data (Le. the first pixel of the 
Trailing Guard Band). 

The HDMI Specification defines a facility for the HDCP Transmitter to inform the HDCP 
Receiver that the streams being transmitted contain no useful visual or aural information and 
should be muted. HDCP uses this mechanism to provide a means of temporarily disabling 
HDCP Encryption while remaining authenticated. During the AVMUTE state, an HDCP 
Transmitter is required to not assert any ENC-EN signal. Also during the AVMUTE state, 
the HDCP Receiver should ignore Encryption Status Signaling and operate as if ENC-DIS is 
asserted. 

This mechanism can be applied in the case of an erratic or changing pixel clock that may 
result from a change from one video format to another, such as from an SDTV (27MHz) 
signal to an HDTV (74.25MHz) signal. If the pixel clock change were preceded by a 
Set-AVMUTE request and followed by a Clear-AVMUTE request, then authentication 
would not be affected. 

The state transition signal AVMUTE is defined to be TRUE for a duration of one pixel 
coincident with the assertion of ENC-EN or ENC-DIS if the HDCP Device is in an 
AVMUTE state, as defined in the HDMI Specification. 
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Note that when using the DVI protocol, AVMUTE and packetData are always FALSE, as 
such features are only supported when using the HDMI protocol. Also for DVI protocol 
transmission, the term Video Datu Period refers to the active DE period; the transition 
variable videoData is TRUE when DE is TRUE and FALSE when DE is FALSE; and there 
are no Data Islands, Data Island Periods, or Guard Bands. 

G1: 
I - 

Reset , 

! Auth , 

Frame -- 
fNC-EN 
4ND ( 1  AVMUTE) , 

i 

61’: 
Frame Key Calc 
m 

AVMUTf - - 
ENC-DE 
AND 
!!AVMUT 

- 

NC-EN 
ND 
AVMUT 

+ 

63: 
Unknown Blank 
(Line Key Calc) 
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62: 

EncrypUDecrypt 
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videoData videoData P 
4 
4 

videoData 

I 
c ENC-EN AND (!AVMUTE) 

. I  

AC AND ENC-DIS AND !AVMUTE 

G2’: 

En-1 I 
G3’: 

packetData 

videoData 

ENC-EN AND !AVMUTE 
C 

!AC AND ENC-DIS AND !AVMUTE 
I 

t (!AC AND ENC-DIS) OR AVMUTE 

Figure 3-3. Encryption/Decryption State Diagram (EESS) 

Transition Any State:GO. Reset conditions or transitions into the unauthenticated state at 
the HDCP Device cause the encryption state machine to transition to the idle state. 

State GO: Idle. The HDCP Cipher is free running and available for use as hdcpRngCipher. 

Transition G0:Gl. The assertion/detection of Encryption Enable (ENC-EN) when the 
HDCP Device is authenticated, indicates that all of the video and auxiliary data until the next 
Encryption Status Signaling will be encrypted. 
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State G1: Frame Key Calculation. The frame key calculation using hdcpBlockCipher is 
initiated. The hdcpBlockCipher operation must be completed within 118 pixel clocks after 
the assertion of ENC-EN. It is required that no Data Island or Video Data, nor any Guard 
Band, be transmitted during a keep-out period that starts 508 pixels following VSYNC and 
ends 1 18 pixels past the assertion of ENC-EN. 

Transitions Gl:G2, G3:G2, and G3’:G2. Entering the valid data period of a video data 
period signals the beginning of video data encryption. 

State G2: EncryptLDecrypt Video. HDCP Devices encrypb‘decrypt all 24 bits of every pixel 
in this state using hdcpStreamCipher. 

Transition G2:G3. The end of video pixel data is signaled by !videoData. 

State G3: Unknown Blank / Line Key Calc. In this state, the HDCP Device must begin to 
rekey the HDCP Cipher using hdcpRekeyCipher. The hdcpRekeyCipher operation must 
occur when videoData goes low and must be completed within 58 pixel clocks after 
videoData goes low, allowing the 5gh pixel to be encrypted. No data period may begin until 
at least 58 pixel clocks following the fall of videoData. 

Transitions G3:Gl and G3’:Gl: Frame Key Calc. The occurrence of an Encryption 
Enable signal (ENC-EN) when AVMUTE is false indicates that all of the data until the ne% 
Encryption Status Signaling will be encrypted. 

Transitions Gl:G2’, G3’:G2’, and G3:G2’. Entering the packet data period of a Data 
Island period signals the beginning of auxiliary data encryption. 

State G2’: Enerypt/Decrypt Data Island. HDCP Devices encrypt/decrypt auxiliary data 
during this state using hdcpStreamCipher. 

Transition G2’:G3’. The end of Data Island packet data is signaled by !packetData. 

State G3’: Unknown Blank / No Line Key Calc. No HDCP activity occurs during this 
state. 

Transitions G3:GO and G3’:GO. If Encryption Disable Signaling (ENC-DIS) occurs or 
when AVMUTE is true, then encryption has been disabled for the next frame. 
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4 HDCPCipher 

4.1 Overview 
The HDCP Cipher is a special-purpose cipher designed for both the appropriate robustness of 
the authentication protocol as well as for the high-speed streaming requirement of 
uncompressed video data encryption. 

The overall structure of the HDCP Cipher can be thought of as three layers. The first layer 
consists of a set of four Linear Feedback Shift Registers (LFSRs) that are combined to one bit. 
This one bit feeds into the middle layer when enabled via the rekey enable signal. The middle 
layer consists of two halves that are very similar in design. One half, Round Function B, 
performs one round of a block cipher using three 28-bit registers, Bx, By, and Bz. The other 
half, RoundFunction K ,  is similar in structure to Round Function B, but provides the output 
of latch Ky as a stream of 28-bit round keys to Round Function B at the rate of one 28-bit 
round key per clock pulse. The final layer takes four 28-bit register outputs from the round 
functions, By, Bz, Ky, and Kz,  through a compression function to produce a 24-bit block of 
pseudo-random bits for every clock pulse. 

Ks, Ki ,-+ LFSR Module I 
Rekey 

Enable 

An, Mi P Block Module b Ks, Ki 

4 

4 
I Output Function I 

Mi 

24-bit pseudo- 
random data 

Figure 4-1. HDCP Cipher Structure 

The block module operates as a block cipher during the authentication protocol. There is a 
single sequence, hdcpBlockCipher, which is used for both parts of the authentication protocol. 
Although decryption in block mode is possible for the HDCP cipher, it is not necessary for 
this application and thus is not described in this document. 

The block module and the output function are used together to produce the 24-bit pseudo 
random sequence that is used to encrypt the HDCP Content. In this mode, hdcpStreamCipher, 
the module produces 24 bits of output for every input clock. 

The LFSR module is used to re-key the block module between lines of video. 

Page 41 of 85 



High- bandwidth Digital Content Protection System 
Revision 1.1 

9 June 2003 
Digital Content Protection LLC 

I 

3 +x5 + 1 5 

2 X l 6  + X I 5  + X l 2  +x* +x7 +x5 + 1 5 

1 X I 4  + X I 1  + X I 0  +x7 +x6  +x4 + 1 4 

0 X I 3  +X’ l  +x9 + x 5  + 1 3 

4.2 Linear Feedback Shift Register Module 
The linear feedback shift register module consists of four LFSRs of different lengths and a 
combining function that produces a single bit stream from them. The combining function 
takes three taps from each LFSR. The generator polynomials and combining function taps for 
the LFSRs are specified in Table 4- I .  

- 

11 16 

9 15 

8 13 

7 12 

I LFSR I Polynomial 
Combining Function Taps 

0 I I I 2 

Figure 4-2 illustrates the tap locations of LFSRO as well as the XOR term feedback into the 
least significant bit of LFSRO. 

1 2 1 1 1 0 9  E 7 6 5 4 3 2 1 0  
I I I I 

I 1 

Figure 4-2. LFSRO 

The combining function contains four cascaded shuffle networks, each of which includes two 
state bits. One tap from each of the four LFSRs is XORed together to form the data input to 
the first shuffle network. One tap from each of the four LFSRs is used as the select input to 
one of the four shuffle networks. The output of the fourth shuffle network is XORed together 
with one tap from each of the LFSRs. The Combiner Function illustrated in Figure 4-3. 
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shume Shuffle Shuffle Shuffle 

Select Select Select Select 
Din D o u t 3  Din Dout 3 Din D o u t j  Din Dout - 

The shuffle network is represented schematically in Figure 4-4. If the shuffle network 
contains the ordered pair of boolean values (A, B) and has boolean data input D and selection 
input S, the S value controls the next state. If S is zero, it outputs A and assumes state (B, D). 
If S is one, it outputs B and assumes state (D, A). 

LFSRB Tap0 

LFSRO Tapl 

LFSRl Tapl 

LFSR2 Tapl 

LFSR3 Tapl 

A A 4 A 

r\ I -bit Register A 
I \  

D Q- 2 1  Data 
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1 -bit Register B 
S 1 

)-+ Dout 

Figure 4-4. Shuffle Network 

In all modes of operation the LFSRs and combining function are initialized by a 56-bit value. 
The 60 bits of LFSR state use these 56 bits directly plus the complements of four of the bits 
The shuffle networks are each initialized with the same constant value. The initialization of 
the LFSR module is specified in Table 4-2 for a 56-bit initialization value 
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Bit Field 
[I61 
[15:0] 

LFSR3 

Initial Value 
Complement of input bit 47 

Input bits [55:40] 

1151 
[14:0] 

1 LFSR2 Complement of input bit 32 
Input bits [33:25] 

This one-bit stream output of the combining function is the only output from the LFSR 
module. This bit stream provides key material to the block module when the rekey enable 
signal is active. 

LFSRl 

LFSRO 

Shuffle 
Networks 

4.3 Block Module 
The block module consists of two separate “round function” components. One of these 
components, Round Function K ,  provides a key stream for the other component, Round 
Function B. Each of these two components operates on a corresponding set of three 28-bit 
registers. The structure of the block module is diagrammed in Figure 4-5. 

11 31 Complement of input bit 18 
[12:0] Input bits [24:12] 

1121 
[11 :O] 

Complement of input bit 6 

Input bits [ 1 1:0] 

Register A 0 
Register B 1 

For Round Function K, bit 13 of the Ky register takes its input from the LFSR module output 
stream when the external rekey enable signal i s  asserted. 

I I KZ 
i 

Bx BY BZ p1 Kx KY 

Figure 4-5. Block Module 

Page 44 of 85 



High- bandwidth Digital Content Protection System 
Revision 1.1 

9 June  2003 
Digital Content Protection LLC 

0 2  

0 3  

0 4  

0 5  

0 6  

The S-Boxes for both round functions consist of seven 4 input by 4 output S-boxes. Round 
function K S-Boxes are labeled SKO through SK6 and round function B S-Boxes are labeled 
SBO through SB6. The Ith input to box J is bit I*7+.J from the round x register ( B x  or Kx),  and 
output I of box J goes to bit I*7+J of register z of the round function (Bz or K z ) .  Bit 0 is the 
least significant bit. The Sbox  permutations of round functions K and B are specified in 
Table 4-3. 
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Both linear transformation K and linear transformation B produce 56 output values. These 
values are the combined outputs from eight difhsion networks that each produces seven 
outputs. The diffusion network function is specified in Table 4-4. Each diffusion network has 
seven data inputs labeled IO - 16, seven outputs Oo - 06, plus an additional seven optional key 
inputs KO - &. 

The diffusion networks of round function K are specified in Table 4-5. Note that none of the 
round function K diffusion networks have the optional key inputs. The diffusion units of 
round function B are specified in Table 4-6. Half of these diffusion networks have key inputs 
that are driven from the Ky register of round function K. A dash in the table indicates that the 
key input is not present. 

I Diffusion Network Logic Function I 
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O5 Kx20 Ky20 Ky21 Ky22 Ky23 Kx21 for22 
O6 Kx24 Ky24 Ky25 Ky26 Ky27 Kx25 Kx26 

Kx23 
Kx27 

able 4-6. €3 Round Input and Output Mapping 
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4.4 Output Function 
The Ky, Kz,, By, and Bz registers drife the final output function. Each of the 24 outputs 
consists of the XOR of nine terms given by the following formula: 

(B@KO)@(Bl*KI)@ (B2*K2)@(B3*K3)@ (&Q*K4) @(B5*K5) @(B6oK6)@ B7@ K7 

Where “E)” represents a logical XOR function and “e” represents a logical AND function. 
Table 4-7 specifies the input values B and K to the 24 logic functions. 
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27 
17 
9 

13 
0 

14 
6 

11 
8 

19 
16 
3 

11 
1 

21 
20 
18 
13 
2 - 

inction Input and 

6 
18 
19 
14 
6 

14 
26 
10 
12 
5 

23 
21 
22 
4 
0 

21 
5 

14 
16 
I 

21 
12 
0 
0 

itput 
- 

- 
C 
7 
2 
9 
5 
2 
4 

19 
18 
20 
27 
17 
20 
3 

18 
24 
8 

23 
14 
10 
9 

21 
3 

13 

E 
22 
1c 

e 
2 
4 

16 
11 
24 
25 
25 
15 
0 

14 
2 

25 
25 
17 
11 
20 
25 
27 
16 
5 

4 
15 
22 
17 
10 
24 
27 
7 

15 
1 

17 
26 
26 
20 
13 
12 
7 

22 
12 
18 
12 
1 

22 
4 

- 
22 
5 
4 

18 
15 
19 
7 
6 

23 
24 
19 
11 
23 
26 
8 

27 
27 
13 
6 

26 
3 

16 
11 
8 

- 
5 
3 

13 
12 
21 

1 
22 
8 
7 
9 
1 

16 
17 
23 
24 
15 
2 

19 
10 
9 

15 
24 
26 
10 - 

___. 
K7 - 
KY - 
- 

10 
25 
21 
24 
8 

12 
11 
23 
16 
27 
22 
7 
2 

15 
14 
18 
26 
4 

19 
13 
0 

20 
9 
3 - 
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Step 

1 
2 
3 

4 
5 
6 

4.5 Operation 
The HDCP Cipher is used in four different ways during operation: hdcpBlockCipher, 
hdcpStreamCipher, hdcpRekeyCipher, and hdcpRngCipher. No change in HDCP Cipher state 
occurs that is not explicitly identified in the following descriptions. 

Activity 

Load B and K registers of the block module 
Apply 48 clocks to the block module registers 
Save the least significant 56 bits ofthe B register for 
future use as KsIK, 
Transfer 84-bit B register values to the K registers 
Reload B registers 
Initialize the LFSR module I 

hdcpBlockCipher 

hdcpBlockCipher 

hdcpBlockCipher 

at Authentication 

at Vertical Blank 

Steps clocks LFSRmit K rnit B init B output Output 
(56 bits) (65 bits) (84 bits) Function 

1-3 48 - Km (56 bits) REPEATER } /  An Ks L 

1-3 48 - KS (56 bits) REPEATER /I M,.g K, I 

56 Ks Ks (84 bits) REPEATER 11 A n  - RG, Mo 
~ - - - - - - - - - 

6 9  

56 Ki K ,  (84 bits) I REPEATER 11 MI.[ - Rt, Mi 6 9  

Assert rekey enable 
Apply 56 clocks to the LFSR and block modules, 
saving the 64-bit Mi value during the last four clocks as 
specified in Table 4-1 I .  
&-assert rekey enable 

Round 
Register 

Sub 
Reg i st er 

Table 4-8. hdcpBlockCipher Sequence 

B[83:56] B[55:28] B[27:0] K[83:56] K[55:28] K[27:0] 

Bz[27:0] By[27:0] Bx[27:0] Kz[27:0] Ky[27:0] Kx[ 27 :O] 
1 

For both the B and K round functions, the x, y, and z registers may be viewed as comprising a 
single register 84 bits in length, identified by B[83:0] and K[83:0]. The mapping of the x, y, 
and z registers into the full round register is specified by Table 4-10. 
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Warm-up Clock 
(Step 8) 

53 
54 
55 
56 

filled and the most significant bits are set to zero. For example, the 65-bit concatenation of 
REPEATER with An will be loaded into the Bx and By registers, plus the least significant 
nine bits of the Bz register, and the most significant 19 bits of the Bz register are set to zero. 
Similarly, the 56 bits from the Bx and By registers are saved as Ks or Ki during 
hdcpBlockCipher. 

Output Function Bits 
23.. . . . .I6 

Output Function Bits 
15 ............ 0 

- Mi [63:48] 
- Mi [47:32] 

r, [15:8] Mi [31:16] 
ri [7:0] Mi [15:0] 

The origin of the Mi and ri bits from the output function is specified by TabIe 4- 1 1. 

hdcpStrearnCipher 

For every video pixel as defined by the T.M.D.S. data enable (DE) signal, hdcpStreamCipher 
produces 24-bits of output data. Both the LFSR and block modules are clocked. The rekey 
enable signal is de-asserted. 

hdcpRekeyCipher 

During horizontal blanking intervals that immediately follow active lines of pixel data, 
hdcpRekeyCipher moves new key material from the LFSR module into the Block module. No 
other initialization of the cipher state is made, and no outputs are taken from the cipher during 
re-keying. Both the LFSR and block modules are clocked 56 times. The rekey enable signal is 
asserted. 
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hdcpRngCipher 

The HDCP Cipher must be used as defined in Figure 4-6 to proauce the value An required for 
the authentication protocol. This state diagram references video transmitter states from Figure 
2-4. 

EO: El : E2: E3: 
F re 

7 

Power ---+ 
3un Store An Re 
1- 

Auth Request Done 
r b 

Unauthenticated 

E4: 
Active 

Unauth or No Device Authenticated 

Auth Request 

cly- Derii 

Auth Request 
3 

Done 
I 

1 
Figure 4-6. hdcpRngCipher State Diagram 

! Next - 

Transition Any State:EO. On power up the HDCP Cipher is allowed to free run from its 
initial state, clocked by the pixel clock. 

State EO: Free Run. The HDCP Cipher is clocked, from its current state, using the pixel 
clock. 

Transition E0:El. An authentication request to the HDCP Transmitter causes this transition. 
Authentication requests are identified by an HDCP Transmitter state transition to State:Al . 

State El: Store An. A n  is taken from the HDCP Cipher output function bits that are 
ordinarily used to produce Mi. This requires four pixel clocks. 

Transition El:E2. This transition is made immediately upon storage ofAn. 

State E2: Ready. The An value is available for the authentication protocol. 

Transition E2:EO. This transition is made if the current authentication fails, as indicated by 
an HDCP Transmitter state transition to State:AO. 

Transition E2:E3. A new authentication request causes a new A n  value to be derived. 

Transition E2:E4. The authentication protocol using the derived A n  is successful, as 
indicated by an HDCP Transmitter state transition to State:A4. 

State E3: Derive Next. A new An is derived using the hdcpBlockCipher sequence, using the 
current values stored in the A4i and Ki registers. 

Transition E3:E2. This transition is made immediately upon storage of A n .  
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State E 4  Active. The HDCP Transmitter is authenticated with a HDCP Receiver. 

Transition E4:EO. This transition is made whenever the HDCP Transmitter becomes 
unauthenticated or if the HDCP Receiver is detached or goes inactive. 

Transition E4:E3. An authentication request to the HDCP Transmitter causes this transition. 

This pseudorandom number generator must implement a method to receive bits of outside 
influence. This method must mix the input influence bits into the values of the block register 
without replacement. Two acceptable methods are described in the HDCP Application note 
available from Digital Content Protection, LLC. 

The bits of influence shall come from a source of reasonable variability or entropy. A 
reasonable level of variability or entropy is established if, given 1,000,000 different power up 
cycles on the HDCP transmitter logic such that the amount of time from power up to the 
initial authentication were controlled precisely enough to eliminate any variability from the 
free running of the cipher before initial authentication (i.e. the number of pixel clocks applied 
to the cipher in State EO remains unchanged between different tests), and the An values from 
the first authentication attempt after the additional influcnce has been applied (using different 
content streams if this influence comes from the content stream), the probability of there 
being any duplicates in this list of 1,000,000 An values collected is less than 50%. 
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I 

SRM ID 4 

Reserved 12 
SRM Version 16 

5 Renewability 

A value of Ox8 signifies that the message is for HDCP. All other 
values are reserved. 
Reserved for hture definition. Must be 0x000. 
SRM Version Number. Higher numbered versions are more recent. 

It is contemplated that an authorized participant in the authentication protocol may become 
compromised so as to expose the Device Private Keys it possesses for misuse by unauthorized 
parties. In consideration of this, each HDCP Receiver is issued a unique set of Device Private 
Keys, matched with a non-secret identifier (the KSV), referred collectively as the Device Key 
Set. Through a process defined in the HDCP Adopter's License, the Digital Content 
Protection LLC may determine that a set of Device Private Keys has been compromised. If so, 
it places the corresponding KSVon a revocation list that the HDCP Transmitter checks during 
authentication. Other authorized HDCP receivers are not affected by this revocation because 
they have different sets of Device Private keys. 

Reserved 
Vector Revocation 
List Length 

Vector Revocation 
Lists (VRLs) 
Digital Content 
Protection LLC 
signature 

The HDCP Transmitter is required to manage system renewability messages (SRMs) carrying 
the KSV revocation list. These messages are delivered with content and must be checked 
when available. The validity of an SRM is established by verifying the integrity of its 
signature with the Digital Content Protection LLC public key, which is specified by the 
Digital Content Protection LLC. 

__ 
8 Reserved for hture definition. 
24 Specifies the combined length of all vector revocation lists contained 

in this SRM. The length is In bytes and includes the three bytes of this 
field, the combined size of the vector revocation lists, and the 40 bytes 
of the Digital Content Protection LLC signature. 
One or more VRLs, each in the format specified by Table 5-2. 

A cryptographic signature of the SRM as defined by the Digital 
Signature Algorithm (DSA), as described in FIPS Publication 186-1 
dated December 15, 1998. The first 160 bits is the big endian 
representation of the "r" value of the signature and the trailing 160 bits 
is the big endian representation of the "s" value produced by DSA. 

Vanable 

320 

Table 5- 1 gives the format of the HDCP SRM. All values are stored in big endian format. 

Yame 
Reserved 

&umber of Devices 
Device KSVs 

I I Name I Size (bits) I Function 

Size (bits) Function 
I Set to 0. 

7 
40 

Specifies the number of device KSVs in this list. 
Forty-bit KSVs follow the typemumber byte. The first byte following 
the type byte I S  the most significant byte of the first KSV in the list. 
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Public Key 

Value (hexadecimal) 
d3c3f5b2fd 176 1 b7018d75f79343786bl7395b355a52~7b8al a24fc36a7058fBe7fa16 
4f500eOdcaOd28482 1 d969e4b4~4dcOcae7c7667b8~c747d~6b983e52ba7Oe5#7c 
f35f404aObcdl974~3al0715509b372 153Oa73D207b99820495~7b9c 143275733b02 
8a49fd968919542a3995 1 c46edc2118~59802bf3287527 
eeBaOce5e6db56acd6d 14e297eBf4dBc708e7 
92f85dl b6a4d5213 lae43e2445del ab502afdeaca9bed7315d56dXi6cd2786118f5dbl 
4abdeca9d25 162977da83effa88eedc6bfeb37el a90e29cdOca03d799e92dd2945f7785 
85fff ~ 8 3 5 6 4 2 ~ 2 1  ba7fb1 aOb6be81 c8a5e3c8ab69b2 1 da54242~98e9bsaab4a9dc25 1 fa 
7dac292 16fe8b93fl85b2f67405bh94Q2~2c2baObd9 
c7O6OO526baObO863a8O~eOa3acffOd4fOd76658a 1 754age765475505ba78d56950e4 
8654fObbde 16804del b541874db22e14fO3 1704db8d5cb2a417~4566~27ba973~43d8 
4eOda2a70856fe9ea48d87259038b16553e662435f~fd5206e27bb7ffbd886~241095~ 
8dc8d66f662cbd88Bdff e9b3fb8362a9f7fa36e53799 
Table 5-3. Cryptographic Parameters for Verifying SRM 

See Table A-23 for a sample SRM that is signed with the production cryptographic 
parameters. 
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Appendix A. 1estveCtors 

Table A-1 gives facsimile key information for test purposes. 
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Transmitter Device # I  examines the KSV of Receiver Device #I  and combines its own secret device keys 
that correspond to the bit positions of all of the ones in the KSV. Receiver Device #1 examines the KSV of 
Transmitter Device # I  and combines its own secret device keys that correspond to the bit positions of all of 
the ones in the KSV. Table A-2 shows the %bit binary addition of keys performed by Transmitter Device 
# I  and Receiver Device #I ,  and the corresponding equivalent values derived for Km and Km’. 
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AI - B1 A1 - B2 A2 - B1 A2 - E2 
5309c7d22fcecc f6aee46089c923 4af e34dbec12 05 a423d78b8676a7 

034271~130~070403 0445e62a53adlOfe5 083becZbbOlc66e07 00351f7175406a74d 

54294b7c040e35 4e60d941dOe8bl 2c9bef71df792e 1963deb799ee82 
a02bc815e73dOOlc e7d28b9bZf46c49d 8ele91f6d8ae4c25 d05d8c26378a126e 

8ae0 fb65 3435 4fd5 
d692b7eeld40e8 e46f51311a959a f3e27849d067cl 65f793e160ec27 

1 db f 4 4 e 5 0 f 5 2 3 e57~-f f 6 8 be 9 8 4 8 8 5aa f e f 7 
R 59 G CO B 3e R 56 G bf B 8a R 11 G 07 B d2 R b8 G 2c B 9c 

R 9b G 34 B e3 R 9e G e5 €3 fe R 2c G 26 B 03 R bl G 8f B 7f 

2 3 d8 9 12 7 a5 ee 6 c2 6 

Table A-3 gives test vectors for the four possible authentication pairs of test keys in Table A- 
I .  The test vectors cover two lines of HDCP Content, each with eight pixels per line. The 
HDCP Receiver does not support downstream connections (REPEATER = 0). 

Linel ,Pixe13 R 9a G f9 B 19 R 88 G 43 B dc 
Linel ,Pixe i4  R 5b G 5d B 6c R l d G d b B b d  
Line 1, Pixel 5 R 55 G dc B de R e6 G 32 B 13 
Linel ,Pixe l6  R e5 G 87 B 63 R 36 G 34 B 24 
Line I.Pixel7 R be G fc B c7 R 48 G 82 B 8f 
Line 1, Pixel 8 R a1 G b5 B 65 R 99 G b9 B db 

Horizontal 

R 3c G fb B 8c R IC G fa B d7 
R a3 G 97 B Oc R 00 G A0 B 08 
R 38 G 94 B 3e R ce G ~3 B f4 
R ac G 84 B da R f4 G 36 B 27 
R b8 G a4 B 73 R b6 G 36 B f7 
R 2f G c5 B c0 R 24 G bd B 8b 

Line2,Pixel 1 
Line2,PixelZ 
Line2,Pixel3 
Line2, Pixel 4 
Line2,PixelS 
Line2,Pixel6 
Line?,Pixel7 
Line?,Pixel8 

I I 
I I R 9c G ac B 7b R 6c G 64 B c7 R 73 G 9f B 2e R 12 G 6b B 14 

R 40 G 11 B dO R ba G 05 B 8d R f6 G le B 16 R 06 G 4a B 73 
R f8 G bb B 15 R aa G 3c B e6 R 62 G 17 B ff R e2 G 8c B 59 
R cc G e6 B 21 R e6 G e9 B ac R fl G e5 B df R d9 G 8a B-86- 

R c2 G e6 B 92 R c5 G eb B 96 R 87 G 95 B 78 R 7a G d5 B 2e 
R 4’7 G a4 B 94 R c0 G b3 B ce R d2 G 03 B f7 R 94 G If B 3 5  

R 62 G 81 B 44 R a7 G 85 B 64 , R 59 G b7 B a1 R eb G 26 B f3 
R 9d G 96 B ea R f4 G 9e B el R 80 G d8 B 75 R f7 G 45 B 16 1 
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Km 
REPEATER# 

Table A 4  gives test vectors for the four possible authentication pairs of test keys in Table A- 
I ,  The test vectors cover two lines of HDCP Content, each with eight pixels per line. The 
HDCP Receiver supports downstream connections (REPEATER = 1 ). 

A2 - B2 AI - B1 AX - B2 A2 - B1 
5309c7d22fcecc f6aee46089c923 4afe34dbec1205 a423d78b8676a7 

134271~130~070403 1445e62a53adlOfe5 183bec2bbOlc66e07 10351f7175406a74d 
An 
Ks 
MO 
RB 
Kl 

MI 
Line1,Pixel l  

bc607b21d48e97 b7894f1754caaa fe3717c12f3bbl aac4147081a2dO 
372d3dce38bbe78f 43d609c682c956el 536deele44a58bf4 38b57ad3cddlb266 

6485 3f68 dd9b 7930 
98b281e1876a9a ffbfea4bc7fd2c alec276b2ddafO OfOb83888e3209 

016f9561eOOlf80d 2a067368042falaa b365f8813c45dbOb 06471e358f601ce4 
R 33 G 4e B 55 R bc G 9c B a4 R 4a G c7 B d3 R c2 G c8 B 84 

I 

Line1,PixelZ R d2 G 37 B 4e R 43 G 19 B df R 30 G a7 B ec R 2f G 7c B 68 
Line l ,P ixe l3  R Oe G 22 B f5 R bl G e0 B 12 R 2d G 6e B 36 R 90 G Ob B e5 
Linel ,Pixe l4  R cl G 31 B 8f R 27 G dO B 5a R el G 75 B b6 R 9e G de B 54 

I I I I I Linel .Pixel6 I R 27 G e7 B c3 I R 3f G 2a B 64 I R 11 G aa B cl I R 38 G a5 B b8 I 
Linel ,Pixe l7  
Line l ,P ixe l8  

Horizontal 
Blank Re-Key 
Line2,Pixel 1 
Line2,PixelZ 
LineZ,Pixe13 
LineZ,Pixe14 
Line2,PixelS 
LineZ,Pixe16 
Line2, Pixel 7 
Line 2, Pixel 8 

R 56 G 3e B ~9 R 2e G 00 B Oa R 5c G 71 B 66 R 32 G ff B le 
R 10 G dc B 2f R f2 G 47 B 63 R be G 33 B 6f R e4 G d9 B Oc 

R 73 G 03 B 22 R e4 G 97 B fl R Ob G a7 B ec R 62 G Of B 61 
R 69 G 01 B 36 R df G 15 B Oe R 4f G 10 B le R 33 G 73 B 52 
R 3d G 27 B 53 R 2f G 44 B 7b R fe G 16 b 16 R cd G 96 B fd 
R fe G 41 B 50 R Oc G 9b B ae R 52 G e6 B 35 R 53 G ea B d5 
R a8 G 18 B 8d R 9 3 G d b B d a  R d b G  8 d B b 7  R 33 G a9 B 31 
R la G 02 B 91 R a7 G f9 B 01 R 18 G fO B d9 R cc G 34 B 86 
R 8~ G 29 B ce R la G 39 B 9a R f5 G 9a B 63 R 6e G e0 B bb 

R 4b G 54 B 00 R d4 G ac B aa R d2 G fc B 4b R 89 G cd B bf 
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Sequence 
Load 

1 

Bz Output Bx BY Kx KY Kz 
Ox22fcecc Ox5309c7d 0x0000000 OxcO70403 0x271~130 0x0000034 
0x000084~ Oxf458fff Ox7f722dc Oxa5d4b70 Ox8ea8888 Ox9f6066d Oxbe7Oee 
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2 , OxOed9f8a 
3 1 Ox70efOef 
4 Oxc8f3da5 
5 Ox6b68710 

0xb444236 Ox3b62e76 Ox8fa5383 Ox5d17cd7 Ox2e71e83 0x007023 
Ox9aa103f Ox8aa659d Ox49d0347 Oxe71b545 Oxd39af92 Oxdd51b7 
Ox8bbb85f Ox58047e6 Ox05add47 Oxaf2ff95 0x4371447 OxeaelOf 
0x1826042 Oxc20a675 0x5693206 Oxd034757 Ox71f4c59 OxeOe624 -- 

6 Oxd4c9cf4 ' 0x0014506 ' 0x6~11733 
7 Ox2ff2231 Ox059031a Oxd84c367 
8 0x1~13406 Ox516f805 Ox3e231f5 

Oxf679cf3 3xbem?x412aafc Ox6104f9 
Ox7c6878b Ox735a2d2 Ox2d4fba7 Ox12c5e4 
Ox61f3f4d Oxccb03b9 Ox3030a78 Ox9f08dc 
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xx KY KZ Bx BY BZ Output 
Oxbec1205 Ox4afe34d 0x0000000 Oxlc66e07 Oxbec2bbO 0x0000183 
Ox888e2ea Ox414b444 Ox97a0589 Oxf087578 Ox2c4a233 Ox610f071 Ox001a91 

2 , Ox4625e41 
3 Oxc9402d8 
4 Ox9f4f7bO 
5 Oxa52c6b9 
6 Oxe828e8c 
7 Ox3d9656f 
8 OxOb5904f 

41 Oxf907779 
42 Oxbbl49e8 
43 Ox852bc22 
44 OxeOdcc66 
45 
46 Ox992aba4 
47 Ox02d7a9c 
48 Ox28d5897 

Load Ox12f3bbl 
1 Oxa4b6650 
2 Oxbl9afdf 
3 Ox9159d90 
4 Ox958ebac 
5 Ox5637028 
6 Ox30b4ded 
7 0xObe6fa2 
8 Ox302975b 

... ... 
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Oxcd48c5f Ox3a77722 Oxf95ef49 Ox467d200 Oxb71a3c5 Dx99774a 
Ox5ce2e8b Ox2d46ddl Ox6108d09 Oxccc49dl 0x9~06127 OxflcOfl 
Ox4c9fc33 Ox7975e63 Oxe5ed94e Oxa6cfafe Ox2632b27 Ox3ce478 
OxOablbea Ox3f59b80 Oxc0165ea OxbOc5a07 Ox52300al Ox8091f8 
Oxlf4fe28 Oxf9ae9ca Ox7849ad5 Ox5c4c5dc Ox8ba6a57 Oxalcf90 
Ox9313d6c Oxd525839 Oxb882808 Oxaf4cb4e OxeOeb86a Oxd6d500 
Oxe168cOe Ox8549a6c Ox720eb74 Oxe3f004a Oxbab4d22 OxlOOOcl 

Ox8add56d Oxa2bf28b Ox170a7c3 Ox35dc444 Ox8e8c9fa Oxa24983 
Ox34b44fe Oxe899a28 Ox298b048 Ox32b7742 Oxd005cfd Oxea1835 
Ox30c541b Ox4ba8adO Ox3eae65f Ox158d372 Oxcadc45a Oxe1162f 
0x3380692 Ox2f59c16 Oxe406ae7 Ox605aa2c Ox37aclab Ox9e5a09 

Ox79ccd6c Ox374dOda Ox50ca3ca Ox24fe7c5 Oxab2ac15 Ox8680ef 
Ox69e0827 I Ox75c491b Oxc2e075e Ox27ef684 0x5569487 Ox2f26bl 
Ox4f55c34 Oxlbf2686 Ox12f3bbl Oxfe3717c 0x4903692 0x490497 
Oxfe3717c 0x4903692 Oxlc66e07 Oxbec2bbO 0x0000183 
0x0726307 Ox51cb288 Ox775f7b9 Ox2c4a233 Ox610f071 Oxc6a91b 
Ox140ae14 Ox6402f81 Oxe318db4 Ox467d200 Oxbf592b0 Ox5dcbb5 
Ox4dec573 Oxca5821f Oxc90434c Ox333bc3a Ox8fd699e Ox93cd20 
Ox17a4c19 Ox95d7367 Oxf18d3al Oxa0182d7 OxO608db9 Oxa81d43 
Ox7fd4c2b Ox235d32a Ox012244a Ox76Oa344 Ox856619e Ox73e788 
Ox6cf793e Ox75d7724 Ox29dc723 Ox363fbe6 Oxc615e74 Oxl8faae 
Ox96a92c7 Ox013fcfO Ox40c3e38 Ox693a50c Ox2cOf81f Ox429d33 
Ox762a198 OxOelb7f2 OxOb403f5 0x1493775 0x0326946 0x743991 

... ... ... ... ... ... 

-0x11e9f3b OxbOd15db 'Oxedd1223-=Oxb5955f ~ 
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Sequence 
Load 

1 
2 
3 
4 
5 
6 
7 
8 

Kx KY Kz Bx BY BZ Output 
Oxb8676a7 Oxa423d78 0x0000000 Ox406a74d 0~51f7175 Ox0000103 
Ox666e2c6 Oxlfb7111 Ox802flc8 Oxf7fledb 0x6143676 Oxof40723 Oxf05140 
0x222564~ Oxeacf83b Ox56392e2 Ox162b14f Oxde614cf Ox787caa9 Ox81c36f 
Ox3a7d9e3 Ox39004ba Oxllf7a6a Ox7falbe9 0xOld7de9 OxOlb5c18 Ox206e42 
Ox47614d8 Ox6494d8a Ox3b4f25b Ox25cec72 Ox4a836ae Ox2534ecb Oxeaf263 
Oxdb4e14e Ox845a7cc Oxbf7698d Ox4a208a3 Ox30e92d8 Oxa659bcf Ox84539a 
Ox9f50e9a Ox72b9f8a Oxe83d832 Oxe5d5lOe Ox442ab7d Ox3cd4cdl Oxc822cl 
Ox3ealbc9 Ox2ef84ca Ox8b460ed Oxlb4eb4a Oxd2f25b6 Oxebladbf Ox37ed7a 
Ox16166f2 Oxaa7c2ef I Oxld92ed2 Oxlb5c7al Ox25d261d 0xf639672 Ox0312ca 
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... 
41 
42 
43 
44 
45 
46 
47 
48 

Load 
1 
2 
3 
4 
5 
6 
7 
8 

... ... I. ... ... ... ... 
Ox2b7a4ee Ox76aaca6 Ox990b686 Ox7b9285b Oxcea3e3a Oxf0550a8 Oxab9a38 
Ox2420fda Oxc7lcbcb Oxd3a43cf Oxaca9532 Oxf5455b6 Oxd465e50 Oxbccddb 
Oxlb38c46 Ox7b286a6 Oxld6e079 Oxf25ba51 Oxad5a148 Oxbbb5468 Ox0532d5 
Ox9ecc174 Oxa97266e Oxa162b3f Ox3954aab Oxcacae06 Oxe9ffa6a Ox59de69 
Ox039d3b7 Ox039e9b4 Oxbc7dd68 Ox76eOd88 Oxf667013 Ox5ca7484 Oxa81811 
0x5096513 Oxc3ac236 Ox4adda17 Ox96a7579 OxccfdeOb Ox56352ce Oxld33c5 
OxcOf65b9 Ox566da3d Ox55dab36 Ox6ff16c4 0~198a2d8 Ox97f7aef OxladElfa 
Ox83f8'7fO Oxd6f60el OxbOffacc Ox081a2dO Oxaac4147 Ox7734dfc Oxd23ale 
Ox081a2dO Oxaac4147 Ox7734dfc Ox406a74d Ox51f7175 0x0000103 
Oxlace2dl Ox14061ea 0x0~44875 Oxd086746 0x6143676 Oxof40723 Ox4e6747 
Oxd88d8d4 Oxdb895bd Ox7e74e49 Ox413ed54 Oxde614cf , Oxdb03edb Oxad2332 
0~95561d4 Oxe90f704 Oxfe35448 Oxlcdbacf Oxcdlbfeb Oxbe705ef Oxb7c367 
OxGaabee:! Oxeb64c24 Oxb674c2a Oxef4f673 Oxd302546 Ox75b8516 0x1~6484 
Oxfe3250b Oxb039351 Ox4a14ff3 Ox5a879c9 Oxd849947 Oxa65f3bb Oxb37177 
Ox7a6f7cc GxfbdOe84 Oxce6beel I OxOad85el Ox7a6282a Ox7f78dbO Oxe41787 
Ox581bf9a Oxf637058 0x06205~2 OxOff292e Ox7d65bcc Ox84473cb Ox85be3b 
Ox662ea9c Ox99bf90a Ox290eOOf Oxbad8a31 Ox94d72cc Oxb929192 Ox5857cf 

~~~. 
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Parameter 
Prime Modulus 
Prime Divisor 
Generator 
Public Key 

Table A-2 1 provides cryptographic parameters for verifying the facsimile SRMs provided in 
Table A-22. These parameters are not used in production devices or SRMs. Refer to Table 5- 
3 for the cryptographic parameters used in production SRMs. 

Value (hexadecimal) 
See Table 5-3. 
See Table 5-3. 
See Table 5-3. 
73eb34bb2908dl181 be227db647f4fd3a09de591b3~667ac9945Odfl306cdd3ba52ad7 
73cae7adc965b4~040edS 1 da73ad2fPfedea9 1 e7bOe9 la3d3007a34adl6 1697ce7bbee 1 
c4eb233954fb52368d0563b05efb 1 flcaOc33757bl288 17d494759528ce8961 aeb9b95 
b1841a23393al6bd072bc3e70a9df83068a138afl3bb57 

KSVs Revoked 
51 l ed lacd  

e72697f401 

5 1 1 ef2 1 acd, 
e72697f401 

_ _ _ _ _  ~ - -  

SRM Version 
0002 

Value (sequence of hexadecimal bytes) 
80 00 00 02 00 00 00 31 01 51 l e  f2 l a  cd e3 17 e6 46 6e c3 ef bd 4c 
ca Od 4f 76 2a 15 96 ce 62 22 2b e5 c9 a3 72 ef 26 76 cf 30 50 4e 55 59 
9e 79 c3 36 el aa fd 
80 00 00 03 00 00 00 31 01 e7 26 97 f4 01 dd If 00 30 37 Od Ob 54 ff 
91 02 bb 07 9e 48 3c fe 58 9b fc 74 57 b7 25 67 dd 72 c2 55 e4 l a  ed 
9 9 0 9 4 7 b 8 2 4 2 1  85cc 

0004 800000040000003602511ef2 l a c d e 7 2 6 9 7  f 4 0 1 7 a d f 4 f d 5  
66 e0 19 eb 4e d3 e0 I C  l a  b3 c2 8d ec 8b e8 7f 9d c0 01 2d Ib da c8 
30d83005aO66  Id2d2625Od2066  

0003 

KSVs Revoked 
(none) 
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SRM Version Value (sequence of hexadecimal bytes) 
000 1 80000001 0000002bd2489e49dO57ae31 5blabceOOe4f6b  

92 a6 ba 03 3b 98 cc ed 4a 97 8f 5d d2 27 29 25 19 a5 d5 f0 5d 5e 56 
3d Oe 
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Ox35796a172e 

Ox478e71e20f 

Tables A-24 and A-25 provide two samples of V or V’ values computation for repeaters. 
Sequences of one-byte values are ascending in time, memory addresses, or port addresses. 

1 
KsvO 

-~ 

Ksv 1 

Ksv2 

Bstatus 

MO 

SHA- 1 transform input 

SHA-1 Hob 

SHA-I H1 

SHA-I H2 

SHA-1 H3 

SHA-1 H4 

KSV FIFO (port 43) 

Ports 4 1 -42 
~ 

Ports 20-23 

Ports 24-27 

POITS 28 -2b 

Ports 2c -2 f 

Ports 30-33 

Ox74e85397a6 

0x0203 

Ox372d3dce3 8bbe7 8 f 

2e 17 6a 79 35 Of e2 71 8e 47 a6 97 53 e8 74 03 

02 8f e7 bb 38 ce 3d 2d 37 80 00 00 00 00 00 00 

0 0  00 00 00  00  0 0  00 00 00 00 00 00 00 00 00 00 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 c8 

OxOfcbd586 

Oxefc107ef 

Oxccd70ald 

Oxb1186dda 

Oxlfb3 f f 5e 

2 e  17 6a 79 35 Of e2 71 8e 47 a6 97 53 e8 74 

03 02 

86 d5 cb Of 

ef 07 cl ef 

Id Oa d7 cc 

da 6d 18 bl 

5e ff b3 If 

Table A-24 V computation for 3 repeaters with depth 2 
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Ksv3 Oxe2a2dce946 
Ksv4 Oxf3148e499d 

Ksv5 Ox9345e95ca3 

Ksv6 Oxda8cb3 07c5 

X S V 7 -  Ox9901fa75ac 

Ksv8 Ox697f3a3c20 

KSV9 Oxc89758ed19 

KsvlO Ox2de3a8e869 

KSVll OxeOd9295af2 

_ _ -  

9 June 2003 
Digital Content Protection LLC 

Second SHA-1 

I KSVO 1 Ox23a19cbe4d 

b3 8c da ac 75 fa 01 99 20 3c 3a 7f 69 19 ed 58 

97 c8 69 e8 a8 e3 2d f2 Sa 29 d9 e0 b3 a8 88 de 

6c f5 99 94 21 6e 72 a5 el e3 31 Of 03 8f e7 bb 

f 
Ksvl OxOd7e993570 

SHA-1 HO 

SHA-1 Hl 

SHA-1 H2 

SHA-1 H3 

Ksv2 I Oxd3458d7dO9 

00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 a8 

Ox6dad1995 

Ox7cOa62fc 

Oxlb98fff2 

Ox0159cbb7 
_ _  

Ksvl2 

Ksvl3 

Ksvl4 

Bstatus 

MO 

Ox6cde88a8b3 

Ox6e219499f5 

Ox31e3ela572 

I 

First SHA-1 I4d be 9c a1 23 70 35 99 70 Od 09 76 8d 45 63 46 
transform input I e9 dc a2 e2 9d 49 8e 14 f3 a3 5c e9 45 93 c5 07 

transform input I38 ce 3d 2d 37 80 00 00 00 00 00 00 00 00 00 00 

I o 0  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

KSV FIFO (port 43) 

Ports 41-42 

46 be 9c a1 23 70 35 99 7e Od 09 76 8d 45 63 46 
e9 dc a2 e2 9d 49 8e 14 f3 a3 5c e9 45 93 c5 07 
b3 8c da ac 75 fa 01 99 20 3c 3a 7f 69 19 ed 58 
97 c8 69 08 a8 e3 2d E2 5a 29 69 e0 b3 a8 88 de 
6c f5 99 94 21 6e 72 a5 el e3 31 

Of 03 
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Ports 20-23 

Ports 24-27 

Ports 28-2b 
I 

Ports 2c-2f I b7 cb 59 01 

95 19 ad 66 

fc 62 Oa 7c 

f2 ff 98 lb 

Ports 30-33 
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Value 

Ainfo 

Appendix B. Confidentiality and Integrity of Values 

Size Confidentiality lntegrity Function 
(Bytes) Required'? Requiredt? 

1 No No Device A information 

Table J3-1 identifies the requirements of confidentiality and integrity for values within the 
protocol. A confidential value must never be revealed. The integrity of many values in the 
system is protected by fail-safe mechanisms of the protocol. Values that are not protected in 
this manner require active measures beyond the protocol to ensure integrity. Such values are 
noted in Table B-1 as requiring integrity. 

Aksv 

An 

B h v  

5 No No HDCP Transmitter's Key Selection Vector 

8 No Yes' Pseudo-random value sent to HDCP 

5 No Yes * HDCP Receiverhepeater's Key Selection 

Receiverhepeater by transmitter 

Vector 

Ks, Ks 1 84 bits 

K,, K,' I 84 bits 

Bx,By,Bz I 84 bits I Yes I Yes I Cipher state I 

Yes Yes Secret session key 

Yes Yes Secret frame key 

Km,Km' 

A ke-ys 

Bkew 
LFSRO, 1,2,3 

,VI, M, 

Pj 

r,, r,' 

R,, R,' 

SH-O,I ,2,3 

REPEATER 

W - G Y 3 X E - E  
XCEEED 

MAx_DR/s_ 

Yes 

280 Yes Yes HDCP Transmitter's device keys 

280 Yes Yes HDCP Receivedrepeater's device keys 

13,14,16, Yes Yes Cipher state 
17 bits 

8 Yes Yes Integrity verification key and HDCP 

1 No KO Link synchronization verification value 
cipher initialization value 

computed every 1 fjth frame fiom ri and 
first pixel. 

calculations. Every 12Sth output becomes 
the video transmitter and receiver link 
synchronization verification value. Every 
16Ih output is used in computing Pj. 

2 No N O  Video transmitter and receiver link 
synchronization verification values 

2 N O  No HDCP Cipher outputs during frame key 

2,2,2,2 Yes Yes Cipher state 
bits 

1 bit No Yes Video repeater capability status bit 

I bit No Yes Video repeater topology error status bit 

1 bit No Yes f Video repeater topology error status bit 

Secret value generated by HDCP 
Transmitter and receiverhepeater during I Yes I authentication 

According to the robustness rules in the HDCP Adopter's License. t 

Only within the video transmitter 
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EXazDm 

DEVICE-COUN 
T 

DEPTH 

V ’  

V 

KSV List 

Bx, By, Bx, 
Kr, Ky, Kz 
L’ 

7 bits No Yes Video repeater topology status bit 

3 bits No Yes Video repeater topology status bit 
-~ - - 

20 No No KSV list integrity value generated by 

20 Yes Yes KSV list integrity verification value 

Varies No Yes List of downstream KSV gathered by 

28 bits Yes Yes Internal HDCP cipher values 

video repeater 

generated by video transmitter 

video repeater devices 

128 No Yes Digital Content Protection LLC DSS 
Public Key 
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Appendix C Sample Algorithm for Ri Verification 

The following algorithm or equivalent is suggested as a means to detect a lack of authentication or 
synchronization. 

int check() 

int TI, T2, R; 

// Read the transmitter, then the receiver, then the 
//transmitter again. If the two transmitter reads agree 
Il then we know that there has not been an Ri update, and 
// so the receiver must also agree 
T2 = readTransmitterRi0; 
do 

TI = T2; 
R = readReceiverRi0; 
T2 = readTransmitterRi0; 

1 while (TI != T2); 

li we have stable values ... do they agree? 
return ( T1 == R ) ? LINK-PASS : LINK-FAIL; 

1 

int check-synchronization0 
i 

int TI,  T2, R1, R2, count; 

count = 0; 
TI = readTransmitterPj0; 
R 1 = readReceiverPj0; 
while (TI != R1) 
t 

T2 = readTransmitterPj0; 
R2 = readReceiverPj0; 
I1 Check for stable Pj values 
if(T1 == T2 && R1 = R2) 
{ 

count++; // Count mismatches 
if (count >= 3)  

break; 
TI = T2; 
R1 =R2; 

11 Wait for any of the values to change 
do 
i 

T2 = readTransmitterPj0; 
R2 = readReceiverPj0; 

1 while ((T2 = TI)  && (R2 = RI)); 
} 
T1 =T2;  
R1 =R2; 

i 
return (count < 3) ? LINK-PASS : LINK-FAIL; 
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Appendix D Timing Diagram 

Window of opportunity/ Keep out I enc-en and enc-disable timing 

w 
0 2 4  648 6xI 652 

Pixel clk 

vsync 

win-of-opp I I 
enc-en/enc-drs . 

keep-out I 
f 

4 

508dCck3 ~ lAdodrs, 16 docks L 1  122 docks 
7 7  F T  F .  

512 clocks + 

Fig. D1 Timing 
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